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   U.S. Department of Housing and Urban Development 
    Office of Public and Indian Housing 

 
   
SPECIAL ATTENTION OF:              NOTICE PIH-2015-06 
Directors of HUD Regional and Field 
Offices of Public Housing;                   Issued: April 23, 2015 
Public Housing Agencies that  
Receive Funds under Any Public and          
Indian Housing Program Expires:  Effective until 
 amended, superseded, or 

rescinded  
______________________ 

 Cross References:   
 PIH 2014-10, PIH 2010-15 
 

 
Subject: U.S. Department of Housing and Urban Development (HUD) Privacy Protection 
Guidance for Third Parties 
 
1) Purpose: This notice informs all public housing agencies (PHAs) about their responsibilities 

for safeguarding personally identifiable information (PII) required by HUD and preventing 
potential breaches of this sensitive data. HUD is committed to protecting the privacy of 
           
privacy laws, guidance, and best practices. HUD expects its third party business partners, 
including Public Housing Authorities, who collect, use, maintain, or disseminate HUD 
information to protect the privacy of that information in accordance with applicable law. 
 
PIH 2014-14 is being revised to include guidance to assist PHA system administrators and 
users to fulfill their requirements for information technology security awareness training.  

 
2) Background: Section 6 of the Housing Act of 1937, the Privacy Act of 1974, 5 U.S.C. § 

552a (Privacy Act), The Freedom of Information Act (FOIA), 5 U.S.C. § 552, and Section 
208 of The E-Government Act are the primary federal statutes that limit the disclosure of 
information about public housing residents and recipients of the Housing Choice Voucher 
program. In addition, the Housing and Community Development Act of 1987, 42 U.S.C. § 
1437d (q)(4), 42 U.S.C. § 1437d (t)(2), 42 U.S.C. § 3543, and the Stewart B. McKinney 
Homeless Assistance Act of 1988, 42 U.S.C. § 3544, further regulate the treatment of this 
information.  

 
a) General HUD program requirements are set forth in 24 C.F.R. Part 5, Subpart B, 

Disclosure and Verification of Social Security Numbers and Employer Identification
Numbers: Procedures for Obtaining Income Information. Subpart B enables HUD and 

 
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PHAs to obtain income information about applicants and participants in the covered 
programs through computer matches with State Wage Information Collection Agencies 
           
eligibility for or level of assistance.  
 
i) Restrictions on Use of Income Information Obtained from SWICA and Federal 

Agencies. The restrictions of 42 U.S.C. 3544(c)(2)(A) apply to the use by HUD or a 
PHA of income information obtained from a SWICA and the restrictions of 42 U.S.C. 
3544(c)(2)(A) and of 26 U.S.C. 6103(l)(7)(C) apply to the use by HUD or a PHA of 
income information obtained from the Internal Revenue Service or the Social 
Security Administration. 

 
b) The Privacy Act and other requirements for grants and contracts is spelled out in 24 

C.F.R.  5.212 which states: 
 

i) Compliance with the Privacy Act. The collection, maintenance, use, and 
dissemination of SSNs, EINs, any information derived from SSNs and Employer 
Identification Numbers (EINs), and income information under this subpart shall be 
conducted, to the extent applicable, in compliance with the Privacy Act (5 U.S.C. 
552a) and all other provisions of Federal, State, and local law.  

 
Privacy Act Notice. All assistance applicants shall be provided with a Privacy Act 
notice at the time of application. All participants shall be provided with a Privacy Act 
notice at each annual income recertification.  
 

c) The Federal Acquisition Regulation (FAR), 48 C.F.R. 24.104, sets forth that compliance 
with the requirements of the Privacy Act be included in HUD contracts at clause 52.224-
2, which provides in part: 
  

(a) The Contractor agrees to  
(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and 
       

 
Similar language is included in all HUD Grant Agreements requiring the Grantee to 
comply with the provisions of the Privacy Act of 1974 and the agency rules and 
regulations issued under the Act. (See Attachments 1 and 2 for the above provisions) 
  

d) Additional federal guidance on privacy protection is in OMB privacy-related memoranda, 
including:  

 
i) OMB M-01-05, Guidance on Inter-Agency Sharing of Personal Data  Protecting 

Personal Privacy  
 
ii) OMB M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-

Government Act of 2002  
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iii) OMB M-04-26, Person       
  
iv) OMB M-05-08, Designation of Senior Agency Officials for Privacy 
 
v) OMB M-06-15, Safeguarding Personally Identifiable Information 
  
vi) OMB M-06-16, Protection of Sensitive Agency Information  
 
vii) OMB M-06-19, Reporting Incidents Involving Personally Identifiable Information 

and Incorporating the Cost for Security in Agency Information Technology 
Investments  
 

viii) OMB Memo, September 20, 2006, Recommendations for Identity Theft Related 
Data Breach Notification Guidance  
 

ix) OMB M-07-16, Safeguarding Against and Responding to the Breach of Personally 
Identifiable Information  
 

x) OMB M-14-04, FY 2013 Reporting Instructions for the Federal Information Security 
Management Act and Agency Privacy Management (FISMA). FISMA requires 
federal agencies to implement a mandatory set of processes designed to ensure the 
confidentiality, integrity, and availability of system related information. FISMA 
requires program officials, and the head of each agency, to conduct annual reviews 
of information security programs, with the intent of keeping risks at or below 
specified acceptable levels in a cost-effective, timely, and efficient manner.  
 

e) Definitions  
 
As used in this Notice, the following terms are defined as: 
 
i) Personally Identifiable Information (PII). Defined in OMB M-07-16 as . . . 

             
their name, social security number, biometric records, etc. alone, or when combined 
with other personal or identifying information which is linked or linkable to a specific 
            

 
ii) Sensitive Personally Identifiable Information. PII that when lost, compromised or 

disclosed without authorization could substantially harm an individual. Examples of 
           
financial account numbers such as credit or debit card numbers.  

3) Guidance on Protecting Sensitive Privacy Information: The Privacy Act requires that 
federal agencies maintain only such information about individuals that is relevant and 
necessary to accomplish its purpose. The Privacy Act also requires that the information be 
maintained in systems or records  electronic and paper  that have the appropriate
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administrative, technical, and physical safeguards to protect the information, however 
current. This responsibility extends to contractors and third party business partners, such as 
Public Housing Authorities, who are required to maintain such systems of records by HUD.  

 
a) Contractors and third party business partners should take the following steps to help 

ensure compliance with federal requirements:  
 

i) Security Awareness and Privacy Training 
 
(1) The National Institute of Standards and Technology (NIST) publishes templates 

and guides for what security awareness trainings should entail in order to be 
FISMA compliant. These guidelines focus on the following key aspects:  
 Confidentiality - Protecting information from unauthorized access and 

disclosure. 
 Integrity - Assuring the reliability and accuracy of information and IT 

resources by guarding against unauthorized information modification or 
destruction.  

 Availability - Defending information systems and resources to ensure timely 
and reliable access and use of information. As such, systems are vulnerable to 
misuse, interruptions and manipulation.  

 Threat- A threat in the case of IT security is the potential to cause 
unauthorized disclosure, unavailability, changes, or destruction of protected 
information. 

 Vulnerability- Any flaw or weakness that can be exploited and could result in 
          

 Risk is the likelihood that a threat will exploit vulnerability. 
 Controls are policies, procedures, and practices designed to decrease the 

likelihood, manage the impact, or minimize the effect of a threat exploiting a 
vulnerability 
 

(2) Additionally, the NIST provides publications for reference on Building an 
Information Technology Security Awareness and Training Program and Security and 
Privacy Controls for Federal Information Systems and Organizations 
 

(3) PHAs should maintain adequate documentation that supports the training for all 
staff as well as maintain auditable records of training completion. Although there 
is not required reporting on the training, Office of Field Operations personnel may 
spot-check compliance on on-site visits. 
 

ii)  Limit Collection of PII  
 

(1) Do not collect or maintain sensitive PII without proper authorization. Collect only 
the PII that is needed for the purposes for which it is collected.  

(2) Consistent with the provisions of this Notice, PHAs may enter into agreements (or 
in some cases be required) to provide PII to legitimate researchers under contract 
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or other agreement with HUD to support studies on the effects and operations of 
HUD programs. Further, HUD encourages PHAs to supply PII to other legitimate 
researchers who do not have contracts or other agreements with HUD in support 
of such studies, so long as the PHA in question has taken reasonable precautions 
to prevent disclosure of PII outside of the research team.  Such reasonable 
precautions generally involve written agreements between the PHA and one or 
more researchers that specify the legal obligations of the latter to protect PII from 
disclosure. 

 
iii)    Manage Access to Sensitive PII  

 
(1) Only share or discuss sensitive PII with those personnel who have a need to know 

for purposes of their work. Challenge anyone who asks for access to sensitive PII 
for which you are responsible.  

 
(2) Do not distribute or release sensitive PII to other employees, contractors, or other 

third parties unless you are first convinced that the release is authorized, proper 
and necessary.  

 
(3) When discussing sensitive PII on the telephone, confirm that you are speaking to 

the right person before discussing the information and inform him/her that the 
discussion will include sensitive PII.  

 
(4) Never leave messages containing sensitive PII on voicemail.  

 
(5) Avoid discussing sensitive PII if there are unauthorized personnel, contractors, or 

guests in the adjacent cubicles, rooms, or hallways who may overhear your 
conversations.  

 
(6) Hold meetings in a secure space (i.e., no unauthorized access or eavesdropping 

possible) if sensitive PII will be discussed and ensure that the room is secured 
after the meeting.  

 
(7) Treat notes and minutes from such meetings as confidential unless you can verify 

that they do not contain sensitive PII. 
 

(8) Record the date, time, place, subject, chairperson, and attendees at any meeting 
involving sensitive PII.  

 
iv)   Protect Hard Copy and Electronic Files Containing Sensitive PII  

 
(1) Clearly label all files containing sensitive PII by placing appropriate physical 

labels on all documents, removable media such as thumb drives, information 
systems         
            
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(2) Lock up all hard copy files containing sensitive PII in secured file cabinets and do 
not leave unattended. 

 
(3) Protect all media (e.g., thumb drives, CDs, etc.,) that contain sensitive PII and do 

not leave unattended. This information should be maintained either in secured file 
cabinets or in computers that have been secured.  

 
(4) Keep accurate records of where PII is stored, used, and maintained.  

 
(5) Periodically audit all sensitive PII holdings to make sure that all such information 

can be readily located.  
 

(6) Secure digital copies of files containing sensitive PII. Protections include 
encryption, implementing enhanced authentication mechanisms such as two-
factor authentication, and limiting the number of people allowed access to the 
files.  

 
(7) Store sensitive PII only on workstations that can be secured, such as workstations 

located in areas that have restricted physical access.  
 

v)    Protecting Electronic Transmissions of Sensitive PII via fax, email, etc.  
 

(1) When faxing sensitive PII, use the date stamp function, confirm the fax number, 
verify that the intended recipient is available, and confirm that he/she has received 
the fax. Ensure that none of the transmission is stored in memory on the fax 
machine, that the fax is in a controlled area, and that all paper waste is disposed of 
properly (e.g., shredded). When possible, use a fax machine that uses a secure 
transmission line.  

 
(2) Before faxing PII, coordinate with the recipient so that the PII will not be left 

unattended on the receiving end.  
 

(3) When faxing sensitive PII, use only individually-controlled fax machines, not 
central receiving centers.  

 
(4) Do not transmit sensitive PII via an unsecured information system (e.g., electronic 

mail, Internet, or electronic bulletin board) without first encrypting the 
information.  

 
(5) When sending sensitive PII via email, make sure both the message and any 

attachments are encrypted.  
 

(6) Do not place PII on shared drives, multi-access calendars, the Intranet, or the 
Internet.
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vi)    Protecting Hard Copy Transmissions of Files Containing Sensitive PII  
 

(1) Do not remove records about individuals with sensitive PII from facilities where 
HUD information is authorized to be stored and used unless approval is first 
obtained from a supervisor. Sufficient justification, as well as evidence of 
information security, must been presented.  

 
(2) Do not use interoffice or translucent envelopes to mail sensitive PII. Use sealable 

           
 

(3) When using the U.S. postal service to deliver information with sensitive PII, 
double-wrap the documents (e.g., use two envelopes  one inside the other) and 
mark only the inside         
By Addressee Only.  

 
vii)       Records Management, Retention, and Disposition 

 
(1) Follow records management laws, regulations, and policies applicable within your 

jurisdiction.  
 
(2) Ensure all Public Housing Authority locations and all entities acting on behalf of 

the Authority are managing records in accordance with applicable laws, 
regulations, and policies.  

 
(3) Include records management practices as part of any scheduled oversight 

protocols.  
 
(4) Do not maintain records longer than required.  

 
(5) Destroy records after retention requirements are met.  
 
(6) Dispose of sensitive PII appropriately  use cross-cut shredders or burn bags for 

hard copy records and permanently erase (not just delete) electronic records.  
 

viii) Incident Response  
 
(1)  Supervisors should ensure that all personnel are familiar with reporting    

procedures.  
 
(2) Promptly report all suspected compromises of sensitive PII related to HUD 

         -888-297-8689.  
 

ix)       Contact Information 
Inquiries about this notice should be directed to Matthew Steen, Privacy Liaison
Officer, Real Estate Assessment Center, Office of Public and Indian Housing, at 
202-475-8933.  
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x) Paperwork Reduction Act. The information collection described in this Notice has 

been approved by the Office of Management and Budget (OMB) under the 
Paperwork Reduction Act (PRA) of 1995 (44 U.S.C 3520). In accordance with the 
PRA, HUD may not conduct or sponsor, and a person is not required to respond to, a 
collection of information unless the collection displays a currently valid OMB control 
number.  
 
 
      ______________/s/____________________  

Lourdes Castro Ramírez,  
Principal Deputy Assistant Secretary for 
Public and Indian Housing 

 



 

  

 

 

    

           
      

     

  
  



 

     

 
  

 



           
                
               
                
                
          
        

             
          
            
               
   

           
              
           
             
             
              
           
          
              

            
           
              
              
             
               
            

               
           
         



 

 



 
   
   
   
   
 


    
  
 
      
   

           
            
          
          
            
             
               
        

             
                
                
           

                
             
  

            
            
               
           
           
                  
                
               




 

              
               
                
             

             
              


    

             
    

              
       

             
    

                 
       

              
             
   

              
     

             
    

                
            

                 
              
        

            
              
   



 

            
               
 

               
            
              
  

            
           
    
   
    
    
    
    
     
     
    
    

    

              
             
            
             
               
            
          

               
            


             
              
         

            
          
            
         
             
  



 

             
           

             
   

              

              
            
           
          


           
             
     

             
        
            


   

              
           
        

          
              
                
 

             
           

           
          
           
           
            
          
    

           
          




 

            
              
          
         

   

           
          
        
           
             
            
             
           
           
             
     

            
               
     

             
              
  

          
               
          
       

            
 

              
            
           


   

                
            
              
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            
 

             
              
               
          
            
            
 

            
        

           
    

          
           
           
  

           
             
            
            
            

            
              
             
          

                
                 
               
           
               
            


             
           
              
              



 

              
             
    

              
            
  

         
            
            
           

   

               
            
          

         
    

             
           
              
              
              
 

          
         

            
       

             
              
  

          
           


              
              
                  
             



 

          
             
        

          
            

           
            
            
             
           

            
  

             

            

             

          
             
           
              
      

   

            
          
            
       

          
       

            

            

             
             



 

    

             
       
       

          
            
 

            
 

           
           
             
  

           
             

           
              
           
              
             
          

            
               
            
       

           
          
          
           
          
           
     

          
    

           
             
              



 

          
           
              
 

            
             
              
           
   

             
             
            
            

             
             
             
             
   

     

            
            
          
              
           
          
     

               
             
            

           
           
             
                
            
         

           
           
            
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         
          

           
          
             
           
             
           

          
          
 

            
        
          
            
              
          
           
           
       

          
          
              
           
          
            
           
   

   

              
           
              
          
              
            
             
   

               

              



 

              
              


           
           

             
            

  
  



 

  

   

 

      
    

            
              


       

        

    

                


              
                

          

              
   

              
  

               


  
  



 

     

 
  

       

                  
            
           
     

               
               
                
      

              
              
                
                 
              
              
                

                 
              
                  
            

                
               
          

          
                   
              
                
               
             
                
               
             

              
         
               
                  
               



 

                  
              
              
             


             
                   
                   
              
               


                  
              


                  
              


                 
                
              
        
                  

         
              
          

         
               
          

             
              
       

               
               

                  
                    
        
               

               
                
   

 
                 
                   
                



 

 
                
                 
                  
                 
       

             
              
                  
               


                  
                 
                
               
                
  

                    
                
               
               
                 
    

                
               

               
              

             
   

              
                
             
             

                
                   
                
   

                 
             
              
              
             
   

             



 

               
              
            
               

  
  

          

              
               
      

                    
               
              
                 
       

                 
                
                       
 

               
             
     


                     
                  
               
 
               
               
                
               
              
 

            
         

 
                
                   
                 
   



 

              
                 
                  

                 
               
                
             
             

             
                
               
                  
    

  
  
         


                 
                    
                   
               
            


 
               
  

 
               
                
  

              
                  
                      
                    
                   
                 
                    
                  
                   
                 
        



 

             

             
                  
                  
                  
                   
                  
                
     

               
                 
             
               
                 
 

           
                
          

              
               
             
                 
           
              
             
               
           
                 
              
                 
               
                
             

              
               

             
              

             
                
              
        



 

               
               
                   
                 
              
                
         

              
                
        

                
             
                
                
           
               
                
               
                   
 

           
            
                
   
             
             

             
              
              
            

               
                
                  
         

           
             
             

             
              
               
                 



 

                 
             

          
              
              

             
              
              
               
                   
                  
                 
                
        

             
   

                  
      

           
              

    
                  

        
              
               

             
             
                
               
               
                 
      

             
            
      

              
                  
           

                
              
                
     

                 
               
         
            



 

                  
           

               
             
             
           

            
                 
              
              
                  
       

           
             
  

             
             
            
        
         

           
             
   

           
            
             
             
               
              
                 


                  
          

                 
                 
           
              
           
                  
  

              
              
            



 

             


             
              
           
            
           
      

                
                
                 
       
    

             
          

            

               
               

              

                
            

            
       

               
             
                 
                
               
            
               
             


               
            

             
              
             

                
            



 

               
               
                  
                 
                
            

           
                 
                 
                 
                 
                
                    
               
               
            
                 
                 
             
            

            
                 
                
                 
     

         
               
                 
               
               
              
               
                 
                
             

         
              
                  
             
               
               
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                  
               
             

           
                 
               
                 
        

  
                   
                 
              

                
       

  
  
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  

 

  

     

                
            
            
             


               
            
                
             
              
 

                  
          

         
                
                
               
            
            
             
             
            
               
          

               
               
             
             
          
           
      



 

                  
         
  

              
             
           
            
          
             
             
          

            

    

            

              
             
               
            
              
     

            
             
            
                
               
              
   

             
                
             
           

             



 

             
           
              

     

              
             
              
               
            
   

              
                
               
              
              
              
                
    

              
                 
               
      

                
                 
     

  

             
          
              
                
              
              
      

               
               



 

              
               
   

            
           
           
             


               
                 

              
                 


              
            
              
             
               
      

                
              
           
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    
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         
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              
     

                
             
                 
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               
              
  
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           
              
             
      

                 
               
            
           
                  
  



 

                
                   
   

      

               
             
              
               
                 
             
               
                 
          

             
              
                
               
                 
       

  

   

                  
              
              
           
            
             
 

              
               
             
               
          
              
                
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

     

       
             
         

      

                 
            
              
      

                 
             
           
   

               
                 
   

               
               
                  
  

    

        
              
             



        

    
       
      
             



     

     
     
          
          
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         
              
    

     

           
                
  

                  
        

    

            
      

               
       

    

     
    
          

         
         

             
    

             
         

             
         

    

              
            
             

             
 

                  
           

         

                
             
 

               
            
     

                 



 

  

                 
  

             
            
    

                    
                 
           


              
           

              
  

  

   
           
    
  

              
             
          
            


     
     
    

    
       
             

   

             
  

     

     
             

     

          
             



 

            
                
              
            
          

              
              
      

  

               
               
  

                
                
                 
             
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 
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     
              

            
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              
   

          
            
           
             
            
           
             
              
 

            
        
         
           
          


         
            
          
           



 

              
            
 

         
           
                
          


             
          
            
    

                
              
             
                 
           

             
              
           
            


               
            
  

     
         
         
          

               
          

     
             

            
           

                




 

         

             
      

             
           

         

        
             

       

           

             
   

      

             
              
                 
                
  

              


               
          
      

               
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              
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              
           
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           
           
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            
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             
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             
 

             
                
       

                
             
            
          


               
              
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           
          
              
                
              


             
            
     

               
       

               
            
            
              
              
   

                
   

              
             
             
            
              
           
            
              
            
            
            
         

                
           
          
          
              
            
             
                 
     

             
            



 

  

              
             
           
           

          


             
             
 

        

             
     

               
             
            
            
                
             
     

            
                
    

  

 

              
                
             
               

               
                 
               
              



 

             
 

                  
              
         
                
            
            
               
            
                

          

 

            
                 
             
                  
                
              
               
             
    

               
                 
                
               
  

              
             
            
                
                 
           


             
              
 

               



 

              
              
              

             
               
           
              
                
 

             
             
           
            
             
            

             
                 
               
              

             
              
       

              
              
            

             
        

             
              
             
                
              
          

   

              
              
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             
             
  

              
               
              
              
               
   

            
              

              
          

               
      

              
             
               

               
              
               
             
             
              
              
   

               
            
            

             
             


                  
           
              
            
             
               
              
   

             
               



 

          

            
               
            
                
                 
                   
           
   
              

               
              
                  
                
  

              
          
     

            
     

              
               

                  
              
 

              
               
            



 

  

 

  

     

                 
              
       

               
              
             
            
           
             
                
            
         

              
            
              
              
              
            

               
           
            
           
             
              
  
              
             
              
            
                
              
                  
  



 

                
               
               
                
               
               
               
           
     

  

          
   

              
         

           

             
            

              

              
       

           
            
               
            
                
      

               
             


     

     
              



 

               
            
                
               
             
               
               


             
            
           

             
                 
               

             
            
          
             
            
             
             


               
             
             
             

               
               
               
                 


             
               
  

             
            



 

        

               
                
     

              
             
                
      

                
                 
            
           
                  


             
             
              
               
             
             
             

           
             
           
              
         

            
            
               
             
            
     

             
            

            



 

          
           
  

 

            
             
           
             
             
            

    

               
      

   

           
          

             
             
 

             
    

               
            
               
 

          
          
           
            
         

            
  

            
    

           
         

            



 

          
          

       
   

    

  

   
            
          
             
      

             
          

          
        

            
            
            
        
           
        

              
           
           

              
           
           
        
    

            
             
           
             
          
         

    

            
            
        

                 
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           
           
   

      
      
         

             
      


            
        

            
           
              
   

          
            
     

    

             
         
            
            

            
             
            
             
            
             
  

          
             
           
             
           



 

              
           
              
               
      

             
           
       
           
    

           
          
           
     

             
           
           
 

               
             
               
   

           
         
         
           
   

           
               
           

                
              



               
              



 

  

   

 

     

             
     

    

               
             
              
                 
                   


               


  
  



 

     
 
  

  

   

               
              
                
           
                 
              
            
 

  

               
            
     

  

               
              
            
        

  

           

             
             
           
                
           
             
           
       



 

              
             
    

                
           
     

             
             
             
        

           
 

                
              
             
           
               
    

                
             

                  
           
              

           
                

        
                

       

  

            
               
  



 

     

              
               
         

               
             

             
     

               
             
            
           
          

    

               
                
           
      

              
          
            
          

  
  



  

 
  

      

                
             
              
           
            
                
               
           
  

       

             
                
            
        

              
              
    

             
  

             
          
    

            
        

         
         
       

              
            
    



    

            

        
     
       
             

  

      

             
                
         
            

  
  

             
              

 
 
 
 
  
 

      

              
              
      

         
              

             
   

            



   

               
             
              
       

             
             
             
               
      
              
  

   

            
             
            
   

               
             
  

            
 

           
  

       

    

             
             
    

                  
              
           

   



            
             
    

              
     

             
              
              
         
            


            
               
              
    

   

      

            
          
           
           

  
                

  

   

              
         

      
             

  
        

         
             
           
   



           
       

            
              
         


             
 

        
           

          
          
        

            
             
       

   

            

           


               
           
            
    

               
            
                
           
        

           

       
       
    

              

        



           
        

    

              
        

                 
             
      

      
              

 
           

                
              
         

    

             
                 
              
            

           
              
          
             
         

        

           

  
  
  
  
  



      

           
     
    
     
    
       
          
        
        
      
           
       
         
         
        

      

  

          
             
 

           
          
           
  

           
    

            
       
          
       
            
          
          

         
   



  

          
            
             
          
       

      

       
          


       
         
         


         

       
    

  

          
           
             
           
          
              

     

           
         
            

       
       
           

     
            

   
          
           
           



            
   

           
   

            
 

  

           
          

              
           
          
 

     

    
       
        
         
         
    
       
    

     

       

   
   
   
    

   

             
             
            
          



            
      

       

   
          

         
           

     
            
          

       
    

       
            


            

   
        
    

          

       
   
      
            

    
            

 
           

  
         
       
    

    

          
 

    
            

 
     



         
        
         
         
           

       
    

      

        
           

       
          
         
          

       
        
           


    

         

               


          


  
   
      
     
   
       
        
       
           
        
             

      

              



            
          

      
       
     
           

 
           

 
             
          


         
       
        
    

   

            
              
     

             

  
  
  
  

     

        
       
           

    
         

 
         

    
           
           

  



         
   

     
      
       
      
      
           

      
    

     

                 
           
         

     
       
      
           
       
         

  
        
             
       

    

             
             

      
           

 
            

     

    

             
           
          

           



       
          

   
         


      
      
       

    

             

          
     
      
           

  
     
     
           

   

  

           
         

            
            

 
     
        
     
      
       
       
        
     
         

   
           

 
       



        


       
        

  

            
         
            
            
  

   

              
              
              
       

         

  
  
   
   
  
  

     

               
             
         

    
           

 
        
         
     
            


      



     

    

      

       
        
         
        
        
       
      
          

       

    

      

           
 

       
      
         
   
           

 
   
         
    

         

  
  
  

  
      

        




         
      
   

       
         


       
         

 
       
         

   
     
       


        


        

    

  
      

       
      
    
       

       
     
         

      
    
       
        
         

  
    

  
           
            

      
         



         


     
          

   
     
         


      
       


        


          

       
  

          

   

       

       
          

        
          
     
     
        
          


           

 
         
     

  
          
    

       
      
       



   
       

    
           
         

 
        
       
      
        

     
       
    

    
  
  
      

           

  
      

     
           
         
      
          
       
           

   
          


            

          

  
      

             
           


   
      
        



       
    

  
  
  

          
     

                
              
 

   

           
            
            
           

  
  
  
  

     

       
       
        
        
        
     
          
         
        

 
           

     
      
           

  
         

   



  

      
       
    
           

   
      
          
          
   
           
           

   
         

        

            
          
 

         
   

  

           
             
 

      

          
         
    
       
    
       
          

      
            

       



       
       
             

    
          
         
    
     
         

            
               


  

           
          
         

         
            
             
      

      

           
      

          
  

            
  

    
        
         

       
           

          


           




       

        
            
   

            


  
      

        
      
    
        
        
     
          


            

     

   

              
             
                
          
          
           
              
              
     

           
             
          

    

             
              



             
          

             
               
     

               
        

               
        

              
         
  

               
          

              
          
   

              
            
    

              
         
   

              
   

             
             
      

               
        

            
             



           
  

              
             
  

              
               
             
      

             
            

             
           
           
             
              
             
              
    

             
          

             
                
               
           
            
           
         

              
                
             
           

                
               
            
      



              
            
               
  

             
            
        

  

          

            


            
      

              
              
             

               
              
      

            
          

            
           
            
             
       

             
             
              
            
               
              



                
               
         

             
             
            
     

    

            
     

         
  
  
   
    

         

            

         

               
 

           
    

            

       

             
             
             
              
           
     

    



                
     

      

             
            

        
    
     
         
           

    

      
    
       
        
     

          
      

             

              
               
               
       

   

       

               
          
            
 

             
           
    

     



              
  

            
               
      

              
        
            


            
      

           
             

     
             

                
 

           


      
          

   

   

             
      

       

       

            
            
              
          

   

               
            
      



             

            
   

           
     

             
         

            


             
 

             
    

            

             
       

            
    

            
          

           

              
            
            
  

     

            
             

   

        



               
    

                
                
   

             

             
            


          

              

     

            
   

            
          
          
         


              
        

           
        

               
 

             
     

              
    

           
  



               
       

     

              
              
 

                
                 
             
       

              
             
              
               

              
              
         

            
       
         
        
           
         

    

              
             
       

          
            
              
           
            

             
            



             
           
          

           
             
              
              
          

               
            

            
             
                
               
    

     
               
              
            


              
            
             
 

    
  

    

 

           
                
              
         



            
              
         

              
            
              
            
           

     

            
                 
          
             
             
                
              
            
   

    

                
          
 

            

        
      
           
      

    

               
               
            
               
            
             
             



            

   

             
           

          

           

           

             
     

        

             
        

            
   

            
   

           
    

            
  

      
            


      
             



     

           
            
  



                
           
            
           
        

    

           
            
           

      

         
        
              


             

     

              
                
              
     

             

        
     
     
     
       
    
        
           

    

    

  

      



  
     
     
 
     

            
   

   

    

          
     

              
           
    

                
               
           
        

   

           
     

               
    

               


         

            
              


           
             



            


       

           

             

             
                
  

            
    

             
 

             


             

        

   

           
 

               
    

          

              
  

           

             
    

       



            
        

             
          
             
             
   

           

             

             

    

             
             
  

         

            

               
           

             

              
            

          

              

     

              
 

             
         
     



             
       

           
  

       

              


              


           

               
      

           

              
             

      

  
        
          

 
              

     
            
 

          
        

          
   

  
            

     
         
            

   



            
       

      
              

          
         

  
          

  
         
            



     

              
             
             
      

   

       

            

            


           

       

            
   

     

       

          

                  
   



         

             
            

             
  

           
              
      

         

             

         

            

          

                
     

             
         

                


            
             

               
  

  

            
             
             
       

      
          



          
              
             
              
        

     

          
                
     

               
               
              
             
              
               


              
             
               


     

          
              
      

   

          
      

    
  





                 
              
              
                 
           
              
          

            
          
            
               
               
             
           
 

              
            
           

            
          
              
            
          
                 
      

 

                
           
               
              
             
             
       



               
              
              
                
              
            
               
      

                  
              
             
               
             

                 
                
                   
           
                
              
               
 

             
     

      

            
             
               
              
            
          

               
            



           
          

              
               
             
             
              
               
              
 

               
             
          
             
                 


            
                
            
            
             
    

               
            
          
           
            
          
              
    

              
 

            

                  
               
            



                
        

               
             
             
               
            
    

          
             
         
        
         
    

                
                 
              
              
             
              
            
           
           

                
 

             
          
           
           
        

              
            
        
           
         
          
            



            
           
              
           
           
             
 

            
          
        
              
           
             
  

         
           
          
           
         
         
         
           
       

            
               
               
          
    

                
                
           
             

             
            
              

  

           



                
      

              

   

              
          

            

           

      

           

             
             


   

           

        

          

         

            
 

              
 

        

          
 

       



            


              
   

          
           

     

      

     

        

             
    

              
  

     

           
 

             

              

             
           

             

             
 

               
 

            



              
        

                


             
      

        

            

            

                
         

              

              
 

        

             
    

              

        

             
           

         

               
 

          

              
              



              
          

              
            
             
              
               
             
            
   

                
             
            
             
             
         
             
    

              
            
                
               
         
  

             
      

               
 

             
      

              
    

                
  

            



             
          

         

               

               
           
 

    
   



 
  

 

                
              
          

            


           
 

            
   

      

             

             
      

       
     
      



          

              
        

    

             
        

          
       

              
    

           

   

     
    
        
            
        

     

          


            
         

            
           
  

             


             
 

        
            

     



            
    

      

   

          

             
  

             


            

             
      

              
       

            
  

  

               
             
           

             


            
 

             
   

    

             

             
      

        



       
         

                
        

    
             

        
          

       
            
           

   

   

     
     
         
               

    

     

          


            
         

            
           
  

             


             
 

        
            

     
      

   

          



             
  

             


             
  

             
      

              
       

            
  

    
  

 

               
              
           

             


            
 

            

    

             

             
      

         
      
        
            

              
      



    
             

     
           

   

   

     
     
         
        

     

          


            
         

            
           
  

               
           
      

             


             
 

        
            

     
            

    
      

   

          

             




             


            
            


             

      
              

       
            

  

    
 

    

 

             
             
        

              
           
             
    

              
           

     
        
      
      
   
     
         
    
      
      



    
            

      
           



          
          

    

         

   
     

  

 
             
               
            

             


            
 

             
   

    

             

             
      



             
     

     
        
      

              
      

    
             

       
          

      
               
           

   

   

     
       
     
        
            
        

     

          


            
         

            
           
  

               
           
      

             


             
 

        



            
     

            
    

      

   

          

             
  

             


           
            
             

      
              

       
            

  

    

               
           

            
          
            
    

            
            
    

              
             
            


              


     

 



             
               
           
              
    

              
                  
                
   

            
    

            
 

              
     

          
         
     

    

           

              
  

            
       

      
       
      

             
            

           
   
             

       
            


          
            



                
             
   

   

    
     
       
        
            
       

   

           
     

            
           
  

               
            
        

                
  

          
       

        
            

          
            

     
        

   

            
 

            
          
              
             

       



              
       

            
  

    

               
           

            
          
            
    

            
            
    

              
             
            


              


    
   
 

                 
                 


           
              
              
              
                
            
            



  

             
                


            
         
         

       

   
              

   
   

 
   
    
   
   
  
  
     

           
     

          
          
     
       
      

     
       
             

       

   

          
  

     
       





   
    
       

  
         


   
         


    
          
     
  
      
     
   

           
  

       
       
       

   

             
             
  

              

  

     
        

   
    
       

  

          

   
          

    



     
       
              

      
     
         
      
           

               
          

   

   
   
   
 
   
 
   
    

 
  
    
    
  
     

         
  

      
      

  
   
     
    
     
              
    
             

  

  



           
  

             
     

  

  

  
    
  
         
        

          
       
           

  
            

  
           
         

           


     

              
            
              
     

         
      

             
  

      
        

       
      
      
        

 



           
      

              
   

 
  



            
    

 

              
               
           
               
              
               
  

               
  

 

                
                 
               
                 
               
             
                
               
    
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              



            
                
              
             
             
              
               
 
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            
             
              
            
             

 

               
            
               
           
              
            
             
   
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             
               
        
            
              

 
    

               
            
             



             
            
           
           

           
        

            
           
 

           
          


            
           

           
           

                
      

     
           

 
             

         
          
        

            
   

             
               
           
           

           
          

             
        



   

               


           

             
          

             
      

     
    
  
   

 


    
 

 



  



           
              

  
             

            
       
 
   

 
      
      
   
   
        
  

   
      

     
      
        



 

  

 

  

    

            
              
                  
               
     

   

              
              
                
                
             
           
            
                 
   

                
               
          
             
             

  

                  
              
        

            
      

              
           



 

       
             


      

     
    

       
        

          
                

        

             

      

   

            


     

    
      
     

         

              
        

              
             
       

             
 

       
             
     

         

      

               
       

              
              
           
              



 

              
        

           


              
        

                 
             
     

            
           
             

         

          

              
        

       

           
       

             
              
         

             
    

      

              
   

             
         

              
    

               
            
             
             
            

    

   
          

      



 

     

            
               

               
 

              
       

           
                
             

              
               
              
           
           
              
   

            
  

                
               
          
             
        

   
           

 

           
               

              
             

             

             
     

               
        

             
 

                
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               
     

       
          

   

      

       
   
      

       
        

           


     
           
             
            
        
               
               
  

            
             


          

                  
           

         

               
    

             
  

            
            
           
            

             
      
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          
           
              
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  

             
  

            
    

             
    

         

             
             
         

     
                
                
          
               
       

                 
              
              
     

              
              
     

                   
             



 

                     
              
              


                 
           
          
               
              
                 
                   
                    
              
              
           
                  

                 
         

      
            
          

             
               
              
             
        

      

               
             
      

                 
                



 

            
          
             
               
             

              
              
           
     
              
                
               
               
                 
    

              
                
               
            
            

             
             
  

            
   

      
               
             
    

           
               
   

              
               
              



 

               

    

            

              
                
              
    

               
             
                
               
   

              
                
              
               
  

                
             
             
          

                 
             
          

     
               
             
              
            
             
               
     



 

            
               
    

                
               
               

              
           
            
  
            
       

           

                 
             
            
  

              
               
        

             
       

       
             
        

        

               
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                
            
             
              


           



 

           
             

                 
             
            
             
            
             
             

                 
             
   
             
              

  

 



 
          

      
 

              
            
            
            
         
        
        

          
           
          
            
         

               
            
          
             
             
             
 

            
             
          

           
             
             
            
          
           
           



 
          

           
           
               

          
                
              
             
              
              
       

        
           
         
          
         
       
           
             
           
          
        
          
         
          
             
           
        
             
         
        

       


            
     
           
           
    
    
         
          
      
             
 



 
          

              
             
        
            
       
          
  
          
          

          
         
         

       
        
 

  
      
     
       
         
    
          
              
  
           
      
           
   
      
           
      
          
          
    

           
            
            
           

         
            
            



 
          

 

          
            
               
               
             
              


            
             
           
              
           
              
              
           
             
                 
              


            
             
                
            
           
        
         
        
         
       

             
                  
              
             
          
             
       
        
  

              
             



 
          

   

              
            

          
            
           
            
            

          
        
            
 
           
 
        
           
       

              
 

             
      
            
   
             
          
         
        
  

           
           
             
             
              
      

              
           
             
           



 
          

              
 

         
             
     
          
        
          
            

     
   
    
      
  
   
     
       

           
                 
               
             
              
     

              
              
                
  

            
             
              
               
              
             
     

             
             



 
          

                 
              
                
             
             
    

            
              
   

         
            
           
           


          
          
         
           


              
          
             
            

              
           

  
 



 

   

   

 

      

             
          

    
    
         

             
  

  
  
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     
 
  

   

    
              
               
              
         
           
             
            

            
            

              
                
      

         
         
               

 
          

        
          
       

              
               
               
          

                
               
                
        

           
  
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           
              
             
             
             
           
             
             

            
                  
  

  

               
  
            

           

            
             
           
           

            
             
            
                
          
        
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               
                
           
          
          

               
             
              
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                   
            
              
 

             

                
                 
        

               
             
      

              
                  
   

               
             
           

             
            
                

             
                 
              
             
            

               
             
               
                
   

               
      

               
                  
             



 

            
             

             
               
               
            
               
              
                 
                
                
               
    

               
             
              
            
                
                
              
              
               
              
        

                
               
              
          

              
                   
         

              
                
        

             
             
     

              



 

           
              
             
                   
  

               
             
            
          
                  
              
                 
          

                
               
  

                
               
                
               
   

                 
       

              
                 
         

                
                  
               
                
                 


            
            
            

               



 

             
                 


            
           
                

           
        

      
      
               
                
      
                 

  
                

              
        

             
             
                
       

              
              
         

             
               
        

          
           
             
             
              
             

               
               
              
           



 

      
               

           
            
           
            


                
              
            
          
         
 

             
   

             
               
                
             
   

          
            
             
             

              
            
     

               
                 
             
               
            

              
              
            

 
                



 

           
    

              
       

              
            
             
               
           

                
              
            
  
                

               
              
             

                 
              
              
  
             
             

             
             
     
               

           
             

           
              
              
              
             
            
            
            
              
           

               
         

  



 

                
   

              
            
             
             
      

 
             
          
           
             
        

            
          

            
             

   
               
               
             
   
              
              
    
               

           
             
              
               
          

               
           
              
            
    

           
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        

            
           
              
           
            
             
         

  
  
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  

 

  

          
    

             
            
           
           

             
               
        

             
             
              
               
            
             
             
             
             
            
           
             
              
      

                 
        

             
           
        
           
 

            
            
              

        



 

             
     

             
           

             
              

            
           

          
         

            
              

        

          
            
      

          
       

            
          
          
           
            
        

           
          
         

              
         


             
             


            
           
         

             
              
           
          
  



 

              
 

                
               
              
              
 
          
          
           
           

           
      

            
         
          

              
              
  

       

      

         
         

          
          
           
         

           
         
          
        

       

                
            


             
            
            
           
             



 

           
             
              

           
      

             
            
         
           
            
    

             
            
          
         
             
            
    

            
            
               
           
          
              
               
          

             
               
              
               
         

           
           
            
            
 

            



 

              
               
         

               
              
              
          
           
     

             
             

              


           
      

               
             
           
        

             
            
             
 

               
              
            

                
               
               
               

             
               
        

  
 
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    


  

           
          
  

                
              
              
             


           

  

      

  


     
 

 


  
      



 
  

       

    

     
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     

       

              
               
            


               
               
             
                  
        

              
              
           
              
             
                
              
              
        

              
               
            
     

                  
            
            

              
          
                
        

           
 



 

              
        

              
         
             
     

              

   
   
              
          
        

  

             
               
             
                 
            
  

             
              
             
        

              
           
                  
             
              
             
           

              
              
               
            



 

              
                  
              
             
             
             
         

                 
            
              
                 
 

                 
             
             
            
        

  
 


               
       
               
             
       
           



 

  
 
  

         



               
            
            

 

               
         

  

      

               
   

             

  

                
     

                  
 

                  
 

               
            
             
 

                

      
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           
               


     

    

          
   

          
           
   

   

     

        
     

       
      
      

     
         
    
     

     
   
     

     
            
        

         
      

     
    
         

           


  

          


           
    

      



 

             
     

      

               
            
     

      

    

      

                
        

             
             
  

     

      
           

   

      

      
        
      

     
   

     
         
    
    

    
    
   
    
      
        

      
                



 

       

             
          

           

   

                 
                
                
             

           
               
        

  

       

     

             
 

                
   

              
            
           
  

             
         
            
          
         
         

             
              
            
             
            
             
                



 

         


              
            
            
          
             
        

             
             


     

             
 

            
           
          
              
      

             
               
            
              
            
             
               
         


              
        
            
          
             
          
          
        

             
              


   
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            
            

            
          
    

             
           
    



               
         
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  

         

             
             
            

               
               
  

               
               
             
              
                
   

   

              
               
                
               
             
               
          
           
             
     

             
          
             
            
          

              
            
              
       
               
                 
             
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               
            
             
                
              

    
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               
             
              
     

              
             
             
           


               
            
            
           
            
            
   

          
              

    

        

             



              
       

              


            
    

           
      
            
           
       

         



 

            
    

               

  

           
                
  

           
              
             
            
        

   

                 
              
                
            

              
         

              
             
             
           

              
  

           
        

    

    
                
                
               
             

                
             
              
 

             
     



 

              
 

          

        

               
                
               
              
                 
                
 

              
               
           
               

     

            
              
                
              
          
             
              
  
              
             


             
             
            
          
              


            


             
     

           
    

    

    



 

     
          

       

             
            
  

             

               
   

           
   

            
    

     

          
          

             
 

            
            

    
              

  

          

              
                
            
        

             
           

           
   

           
     

     

          
          

           
   

            
            



 

    

         


              
                
            
        

           
               
               
              
           
             
              
             

             
               
                 
          


              
              
            
       

   

               
           
   

             
 

              

             


               
     

          



 

               

    

          


         
           
           


              
              

       

       

          
       

         
     

           
         

         

             
             

              
              
  

             
 

           


    

          

             


            
          
           
  

            
    

               
         
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    

         

       

            
      

         
       

        

           
            
 

       
          
              
           
    

            
               
            


            


            

         

           

              
   

        

       

            
            

             
             
               
           
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               
     

             
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           
       

  

   

             
 

        

         
        
         

               
     

              
           
          

               
         

                
    

          

        

         

                
 

         



 

     
              
      

 

     
   

    
       

                  
               
          
                
              

   

              


                
             
       

          


          

         
   

      

             

             

     

       

 

    

    

     

      



 

       

      

      

    

   

     

  

    

   

   

   

         

    

    

    

   

     

   

     

    

   

   

   

   

    
   

   

          

  



 

    

  

       

       

       

                  
        

                
              
             
     

      

              
          
             
            

             
                
                
            
             
      

                
            
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               
             
                
              
                
           
     

            
               
             
            


            
                 



 

  

            
            
          



  
 
  

          

             
           
         
     

           
              
            
               
          

     

           
              
           
            
              
          
             
             
             
  

              
           
            
               
               
         

 

  

 



         

          
             
             
            
    

              
     

               

            

            

               

              
    

            
           
        

          
               


    

            
             
           
             
       

            
         



              
  

            
    

 

           
            
          

             
           
         
          

             
               
               
             
   

              
             
          
              
  

               
             
            
               
            
       

   

          
                
              
  



            
           
     

        
            
              
           
      

 

               
            
            
            
             

         
      

        

                 
       

       

               
    

         
           
       

       

            
          

       



              
               
              


                
             
               
                 
 

    

              
      

             
              

             


 

    

                
               
           

  

           
             
              
         

              
        

                
    



                
              
            

  
 


              

      



 

  
 

  

      

          
     

            
              
           
           
     

             
             
                  
                
           
   

             
            
               
            
            
   

                
                


              
           
    

              

            
        

                 
              
            
   



 

               
              
           
             
                 
             

              
              
        

              
             
           
        

                
         
               
    

     
  

     
  

      

  

           
 

             
            
             
               
            
  
              
             
                
 

             
               
                 

              



 

                 
             
                
               
            

      

              
              
            
              
               
                
   

              
 

        

     
        
   
    
     

              
                
            

            

             
                   
 

            
              
                 
    

               
         

  

 



  

   

 

        

            
            

             
          


              
 

  
  

 



     

 

  

    



            
          

   
              
          
            
               
                 
  

    

            
                 
                 
              
              
            
 

                
               
          
             

     

           
                 
            
             
  

              
          
              
            
              
           
             



             
             
          
        

             
              
          

                
             
      

              
        

             
          
           
            
           
   

           
            
           
          
          
           
        

            
               
              
           

           
           

            
               
             
        

            
           
      
             
             
                
           
               
            
            
   

             
              
             
   



           
 

            
   

            
            
  

            
          
           

            
            
     

               
          

             
              
              
            
      

             
          

            
          

              
            
          
             
               


          
            

             
       

         
          
           
     

           
       
           
        
         
          
        



            
         
      

              
          
    

               
           
           
         
            
     

              
             

               
              
      

               
            
              
 

            
          
             
          
             
            
         

         
            
            
                


    
 
   

              
             

             
            
            
            
              
     

               
            
     



             
           
   

    
          

      
        
     
    
    
            

   
             

               
              
      

         
             

      
          

              


           
              
     

              
               
              

            
               

      

            
      

               
               


             
             
              
              
           
             
 



             
             
      

              
                
 

              
                  
             
        

               
                
    

               
              
               
    

               
              
               
       

                 
             


               
          
  

              


            
              



           
               
             
 

              
             
               
             
            
        



              
              
      

     

              
             
      

               
             
               
        

                
             
             
           
          
            

               
            
  

           
 

                
              
              
             
                


     
        
      
           

      
       
         

          


        
     

                
     

              
              
       



   

              
             
          

               
          
       

      
          

      
        
           

         
          

            
      

            
           
 

          
         
 

        
          

   
           

         
    

      
         

   
           

         
          

   
           

        
       

     
            


         

            
  

          
       
    



        
     

         


            
           
 

          
         
              

           
            
             
         

              
          
           
             


          
         
         


            
 

        
             

  
            

              
        

             
            
       

       

     
      
     
   
  

             
               




                 
       

    
           

           
     

              
 

             
            

            
    

             
        

            
           

            
            
    

             
          
     

           
 

             
            
 

           
   

             
       

               
             


              
           

           
               
               
             
             
            
      



            
             
            
             
            


             
  

              
        

          
                
              
              
              
               
               
                 
             


    

                
              
         

                
   

     
  
     
      
    
   

         

        

  
  










         


                   
               
        


          

          

          

    

     

    

     

       

    

        

        

    

            
      

      

           

     

      

     

           

        

         
 

            

           
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               

       
           

      

      

    

    

     

    

    

      





       

     

        

            

           

          
     

      









         

    

         

    

           

    

         

 

             
    

    





       

           

               

         
   

             
     

          

           

           

           

            
     

         

         
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         
  

      

       
  

         
   

   

         

               

   

         

    

            

             

             
       

           
       

      

           

          
    

      


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

            
           

        

         

          

      

      

     
  

     

      



      

  

      





       

      



   

   

   
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   

 

   

    

    

     

     

  

   

       

   

    

  

     



  

     

  

  

  

 



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             
            
           
         
         
           
              
          
           
            
               
          

     

               
 

             
          
         
          
            
             
           
            
           
              
         
              

     

          
              
              
           
            



           
         
           
              
            
              


       

           
           

               
           
   

              

            
        
             
             
         

  

                
           

              
            

            
          
  

              
              


           
         

                
            
                
    



                 
              
                
    

              
              
  

             
             
            
              
          

             
               

              
           

           
             
              
        

            

    

           
               
             
             
             
               
             
                
    

               
   

          
             

      
         
     
        



        
       
       
    
         
     
               

  
      
         

             
      

     
    
           
             

        

           

  

             
             
            
          
              

       

         
         

       

              
          
           
             
             
             
              
             
              
             
            
          



       

           
            
             
            
            
        

             
              
             
   

       

              
              
               
               
             
               

                
              
       

  

             
             
              
              
              
    

              
           

                
            

  
  



 

  

 

 

    

             
        

    

  
  



 

     
 
  

 

  

               
              
           
          
            
          
             
           
           
            
          
            
    

                
            
             
            
             
             
              
            
          

            
           


  

             
             
             
          

              
             
                
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              
               
              
               
             
             
        

  
         

           
         
          

        
   
             
    
    
             


            

        
              
         

         
               

                  
                
                 
              
                  
              

                
            
                   
                 
               
                
                   
                  
     

                 
                
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             
                 
             
              

              
            
           
               
              
              
            
               
            
    

            
             
              
                
    

                 
                
             
                 
             
              

               
                  
             
                
      

                
               
             
          
                
  

                 
                 
                
                
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                  
             
             

                
                 
          
             
             
                 
               
                 
                
  

              
                
            
    

      
                 

              
            
 

            
          


           
          

            
                
               
             
             
     

      
         

             
            
    

             
              

           



 

               
            
          

           
           
           
             
          

               
 

           
             
    

           
       

            
           
               
  

             
              
             
    
          

           
          

        

  

   
             
                
            
                 
             
          

              
           
                
         

         
               
         
            

          
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             
            
          
          
             
       

              
         

      
             
        
            
           
             

      
          

        
             

             
            
          
  

       
               

              
            
            
         
              
 

             
            
           
             

                
             
             
              
             
             
     
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              
             
         
 

            
       

           
               
            
            
      

                
           
              
               
        

  
    
   
   
 
    
    
  
  
     
  
 
  
     
 
  

       

                  
     

             
           
             
   



 

          
             

               
               
           

            
            

              
           
              
               
              
             
             
                
                
          

  

                
         

                
    

           
  

           
          

  
        
         

   

           

              
     

      

            
            



 

          


           
             


           
           
          
           

          
            
          
   

   

          
   

          
               


                  

                
 

               
       

            
           
           
 

            
        

           
        

        

             
        

  

             
             



 

   

             
           
     

            
   

            

                
            
              
      

                  
              
                 


            
             
              
               
           

             
               
              
      

               
              
               
      

                
               
            

            
              
              
          

            
            



 

               
               
              
              
             
             
              
                
 

               
             
         

               
              
         

              
               
              
              
   

             
             
               
      

              
          

     

            
   

             
  

              

         
       
           

        



 

              
             
              
             


                

              
            
              
               
  

  

            
              
              
                 
                 
           

              
          

               
              
             
              
                
        

            
               


            
             
              
            
             
                 


              
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             

                
             
              
              
        

              
            
             
        

             
              
       

  

              
    

            
              
           
   

    
  
    
     

     
   
 
    

     
    
  
  

     
     
  
 
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  
       
 
  

  
  



 

     
 
  

  

              
           
             
            
       

            
         

            
               
  

               
        

              
            
              
              

             
             
        
            
             
      

             
              
             
                 




 

         
        

             
          
          
          

              


          
         
  
          

      

               
          

          
             
           
                
              
           
              
              
           

             
             
              
             
 

           
        

            
            
          
           
             



 

          
               
           
     

           
                
            
           

               
          
          
     

               
           
          


               
              
 

           
           
               
           
           


          
            
           
       

          
              

            
            
              
           

           
       



 

            
        
            
           

            
              
     

           
              
           
                
              


             
          
               
          
   

            
             
            
           

          
               
            
      

              
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 

  
 
 

     

  

                
            
 

  

             
              
              
            
          
          
                 
             
                
                
              
      

                 
              
             
            

              
            
              
          
            
             
    

             
              
          

  

               



 

          

               
       

              
        

            

              
              
            
             
 

             
             
 

                 
              
                

      

          
            
              
            


           
            
            


           
              
   

   

            
               
               
            



 

            
                
              
 

                
              
                
               
     

          
   
         

     

             
               
                 
               
             
           

            
               
              

               
             
     
             
            

                 
              
            

         
                
           
      

                  
                
          
              



 

              
          

           
                
                    


              
              
             
            
  

           
              

            


                 
               
                 
                 
            
                
            

                 
              
        

                 
      

                
               
 

            
              
      

               

              
             



 

                
                  
                 
               
      

             
             
      

              
               
             
      

              


              
            
              
             
              
     

            
           

             
          

                
               
               
             
            

              
           

            
            
   

               
            
              



 

               
             
  

             
           
             
   

             
              
             
            
                 
               


            
       
                
             
        
           

       

             
             
           

            
                 
             
              
           
               
            
       

      

          
              
            
           
             



 

            
           
         

           
          
          
            
   

           
             

         
              

    



Number:  SO 21-25 

         Date:  May 25, 2021 

         Post/Mention: Indefinite 

 
SUBJECT:  DIVERSITY, EQUITY AND INCLUSION (DEI) POLICY 
 
As part of the Boston Police Department's ongoing commitment to police reform and the 
recommendations of Mayor Walsh's Task Force on Police Reform the BPD created a Diversity, 
Equity and Inclusion (DEI) policy for the Department.  This policy has been reviewed by an 
internal BPD DEI committee as well as the Mayor's Office of Equity.  

 
Commitment to Diversity, Equity and Inclusion  
 
The Boston Police Department is committed to fostering, cultivating and preserving a culture of 
diversity, equity and inclusion throughout the department. 
 
Boston Police Department employees -- sworn and civilian -- are our most valuable asset.  The 
men and women of the Boston Police Department are dedicated public servants who work hard 
every day to serve the community.  We are confident in their abilities to identify and work to 
address barriers to diversity, equity and inclusion.  The Boston Police Department is guided by 
community policing, community engagement, and procedural justice; with the communities we 
serve as well as our community of employees.   
 
We understand that trust is built by working closely with the community and treating people with 
dignity and respect.  The Boston Police Department prioritizes diversity, equity and inclusion in 
recruitment, hiring, promotion, opportunities for career advancement (i.e. assignments, 
professional development and trainings), and retention within the confines of the law, Civil 
Service and collective bargaining obligations.  
  

Definitions 
 
Diversity -- all aspects of human difference, social identities, and social group differences, 
including but not limited to race, ethnicity, gender identity, sexual orientation, socio-economic 
status, language, culture, national origin, religion/spirituality, age, (dis)ability, military/veteran 
status, political perspective, and associational preferences.  
 
 

 



Equity -- fair and just practices and policies that ensure all community members can thrive. 
Equity is different than equality in that equality implies treating everyone as if their experiences 
are exactly the same. Being equitable means acknowledging and addressing structural 
inequalities  historic and current  that advantage some and disadvantage others.  
 
Implicit bias1  refers to the attitudes or stereotypes that affect our understanding, actions, and 
decisions in an unconscious manner.   

 Impacts well-intentioned people outside of conscious awareness. 
 The discriminatory behavior is not based on animus and is not deliberate. 

 
Inclusion -- a community where all members are and feel respected, have a sense of belonging, 
and are able to participate and achieve to their potential. 
 
Procedural Justice2  the procedures used by law enforcement officers where community 
members are treated with respect, dignity, and fairness.  The four elements of procedural justice are: 

 Respect  treat people with dignity 
 Trustworthiness  convey worthy intentions, professional competence, and good character 
 Voice  allow a person to share his/ her/ their point of view 
 Neutrality  make bias free decisions 

 
Importance of Diversity in Building Trust with the Community 
 
Diversity within law enforcement agencies  including but not limited to race, ethnicity, sex, 
gender identity, sexual orientation, socio-economic status, language, culture, national origin, 
religion/spirituality, age, (dis)ability, military/veteran status, political perspective, background 
and experience  -- is critical to building trust with the communities they serve. Research has 
found that: 
            m, 
understand them, and respond to them  when communities perceive authorities as fair, 
legitimate and accountable  it deepens trust in law enforcement, instills public confidence in 
government, and supports the integrity of democracy.  This trust is essential to defusing tension, 
to solving crimes, and to creating a system in which residents view law enforcement as fair and 
just.  Victims and witnesses of crime may not approach or engage with law enforcement if they 
do not perceive such authorities to be responsive to their experiences and concerns.  This trust  
and the cooperation it facilitates  also enables officers to more effectively and safely perform 
their jobs."3 
 

                  
                  
3              
     



The Boston Police Department is committed to strengthening relationships and building trust 
with the community.  The         
recognized nationally.  This model includes extensive outreach; innovative programs, events and 
activities; and connecting those in need with services, supports and opportunities. 
  
The Boston Police Department understands that a key element of building trust is by having a 
department that not only reflects, but represents the community.  BPD has taken significant steps 
to increase diversity within the sworn police force by 1) reinstating the Cadet Program in 2015, 
2) hiring a fulltime Diversity Recruitment Officer/ Promotional Exam Administrator in 2017, 
and consistently requesting language preference lists from the Civil Service Commission.  
Affinity groups also play an important role in recruitment.   
 

Importance of Diversity, Equity and Inclusion within the Department 
 
The Boston Police Department embraces      lived 
experience, race, ethnicity, sex, gender identity, sexual orientation, socio-economic status, 
language, culture, national origin, religion/spirituality, age, (dis)ability, military/veteran status, 
political perspective, and other characteristics that make our employees unique and able to 
connect with the diverse communities we serve. 
 
Affinity groups such as:  Benevolent Asian Jade Society of New England, Cabo Verde Police 
Association, Emerald Society of the Boston Police, Gay Officers Action League (GOAL) of 
New England, Latino Law Enforcement Group of Boston (LLEGO), Massachusetts 
Association of Italian American Police Officers, Massachusetts Association of Minority Law 
Enforcement Officers (MAMLEO), Massachusetts Association of Women in Law Enforcement 
(MAWLE), and Women in Blue are critical to the advancement of diversity, equity and inclusion 
within the Department through advocacy and mentoring.  
 
All employees of the Boston Police Department have a responsibility to treat others with 
fairness, dignity and respect at all times  whether that is engaging with the public or with fellow 
employees.  (See Rule 113 Public Integrity Policy, Rule 113A Bias Free Policing, Rule 113B 
Transgender Policy, and Rule 114 Sexual Harassment, Discrimination, Harassment, and 
Retaliation Policy and Complaint Procedure.)  

 
Training 
The Boston Police Department is committed to ensuring that our police officers receive training 
in fair and impartial policing.  This includes procedural justice and implicit bias.  Officers also 
receive training in the constitutionality and proper documentation of police interactions in order 
to reduce the effects of implicit bias and more effectively serve the diverse communities they 
represent.   

 



Accountability 
Employees who believe they have been subjected to any kind of discrimination or have 
witnessed discrimination by other BPD employees should report the incident pursuant to Rule 
114 Sexual Harassment, Discrimination, Harassment, and Retaliation Policy and Complaint 
Procedure.  Any employee found to have exhibited any inappropriate conduct or behavior against 
others may be subject to disciplinary action per Rule 109 Discipline Procedure. 
 
 
 
 
 
 
        Gregory P. Long 
        Superintendent In Chief 



 

 

        Number:  SO 21-46 

         Date:   10/1/21 

         Post/Mention: Indefinite  

  

SUBJECT: OUTSIDE AGENCY NOTIFICATION 
 
When an outside law enforcement agency conducts an operation or investigation in the City of 
Boston that may impact public safety or the safety of Department personnel or the personnel of the 
outside agency, that law enforcement agency should contact the duty supervisor of the district of 
occurrence or appropriate unit supervisor to advise of their intended presence and activity, i.e. arrest 
warrant or search warrant and location. The Department recognizes that not all activity within the 
City of Boston by an outside agency will require notification.   
 
When a member of the Department receives notification from an outside agency that the agency 
intends to conduct an investigation or operation the Department member shall forward the caller to 
the duty supervisor or unit supervisor.  The supervisor shall obtain pertinent information, keeping in 
mind the need for operational integrity and officer safety.  The supervisor shall notify the Operations 
Division supervisor, district duty supervisor and appropriate unit supervisor.  In accordance with 
Department rules and regulations, including Rule 334 Search Warrant Application and Execution, 
appropriate Department resources shall be deployed to assist with the operation or investigation as 
needed.  If a member of the Boston Police Department is a liaison with an outside agency that is 
conducting an investigation or operation in the City of Boston, that Department member should 
follow this protocol.   
 
During the duration of the outside agency's operation or investigation, the Operations Division 
supervisor, dispatcher, district duty supervisor and unit supervisor shall monitor the respective BPD 
channel for communications relating to the operation/investigation, i.e., 911 calls of public concern 
or awareness of the operation, need for additional resources and the termination of the 
investigation/operation.   
 
The supervisor shall consult with the outside agency regarding the completion of a 1.1 to document 
the incident.  If a 1.1 will not compromise the integrity of the investigation or officer safety, the duty 
supervisor or unit supervisor shall ensure that a 1.1 incident report titled (Assist Outside Agency) is 
completed.  However, whenever a person is taken into custody, force is deployed or property is 
damaged by another agency or BPD personnel, a 1.1 shall be completed.   
 
 
 
 
      Gregory P. Long 
      Superintendent In Chief     

 



 

   

   

 

      


              
               
     

             
         
  

           
       

             
       

             


  
  



 

  
   



             
            
             
     

            
         
              
 

               
              



   

            
            

          
       

    

            
             
   

    

              
            
             
              
             
          
           
             


 
           
            
              



 



           
          
              
      

             
               
           
             
              
              
       

  

              
              
             
               
               
                
                
             

 

   

                 
            
             
             
                
       

 

               
           
             
                 
            

 
            
               
             
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      

 

              
               
            
           
 

              
    

                 
               
               
              
     

                
         

                
              
          

                  
  

                
          

   

               
                
                
                
  

                 
              
   
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 

        

         
        

   

  



   


             
           
           
              
               
            
              


           
            
            
              
             
           
               
     



   
     

 

 





   


   
  

      

    

   

 

    

    

    

  

    

 

 

  

 

 

  

     

   

    

 

 

 

     

    



   


  

                
           
              
      

           

       

              

       

             

     

             

     

               
          
 

      

             
          
               
                  
   

            
         
         
              
 

                   
              
      

              
         
                
                 
 

   

             
         
         
             
           





   


               
           
             
          
            
           
            
             
            
         
           
          
    

             
            
           
           
            
 

   
  
 
  
  
 

           
           
  

           
       

   

                
  

 

        

                 

            
            
              
             


            
           
      





   


               
   

               

               
        

                
           
         

               
            
            
           
   

            
  

               
         

           
    

              
            
             
      

             
         
         

              
      

            
 

             

                   
             
       

         

        

            

             
            
         





   


             


               
   

               
            
   

              
         
        

              
             
            
           
           
            
      

               
           
            

              
              
        
    

            
          
            
           
  

                  
            
          
           
             
    

           
          

           
         
           
            
      

               
             
           





   


              
  

            
             
        
        

           


             


              
 

             
   

               
            
           


                 


    

             
            
                
    

              
            
          
             
    

             
            
           
            
            
          
    

            
           
           

             
           
    





   


             
          
            
       

              

                
            


              
  

   

               
          
             
            
          

                 
        

              
              
           

              
            
       

              
             
    

           
 

               
  

             
              
             
            

             
             
          
               
     

   

              
           





   


           
 

              
   

              
          

          
         

          
           
    

             
    

  

                
            
             
              
 

                
               
            


   

              

                
   

            

            

               
            
            
        

               
              
              
          
             
               
            
              
  





   


             
            
       

              
            
              
             
             
         

              
            
               
            
            
                

              
                  
              
              
              
              
               
 

             

        

            
             
      

           

               
                
      

            

              
             
          
      

          

                
            
            
         
       





   


             
            
      

               
             


 

 

             
                
               
              
            
                
              

               
            

           
    

              


             
     

             

              
             

 

              
             
          
                  
       

 

              
             
              
              
             
 

 

                
            
                 





   


             
             
            

   
  
 
  
  

             
               
             
              
              
             
            
                
            
                
                
                
     

  

             
              
 

               
           
            

               
                
              

                
           

               
           
           
 

               
       

             
 

             
   

              
             





   


             
           
            
              
            
   

             
          

    

              
                
         

               
             
         

               
              
       

              
              
         

                
             
    

             
                 
              
      

   

   

               
             
          
    

              
            
            
     

   
  
 
  
  





   


 

                

             
                 
             
   

            
          
             
               
            
                
       

             
           
    

              
             
           
                
              
    

             
             
              
     

 

               
           
           
            
  

            
    

           
           


               
          
         

              
              
          





   


 

             
          

             
           
      

        

           

              
          

                
 

            


           

           
      



   


    

             

              
               
              
 

               
         
           
    

            
           
  

           
             
              
             
             
 

          
         

             
                
             
             
 

             
               
    

            
             
                  
            
   

             
            
           
 

         
            
             
    

          






   


           
                
                
              
        
            
      

             
              
              
           
              
      

          
  

          
             
              

           
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           
               
               
  

   

   

   

   

   

   

  

   

  

            
           

          
          
           
          
            

          
             
                
               
            
        

           
              
              
                 
              
         

         
           
  





   


         
             
              
    

            
            
           
          
           
     

        
             
             
    

        
         
           
           
   

            
               
              


            
              
           
     

        
              
     

              
            
 

              
            
           
   

          
          
            
    

             
             
      

          
                 





   


               
              
         
           
         
             
           
              
       
         

           
       

          
              
  

              
              
       

          
          
             
              
   

         
            
              
           
               

           
             
                  
           
      

           
            
              
    

          
          
      

         
           
              
              
            
            





   


             
  

            
            
   

         
              
           

            
            
          
      

              
          
           
          

              
      

          
     

          
            
         
             
           
           
   

         
      

          
           
             
             
            

         

           
               
            
          
               
              
          
            
    





   


            
             
 

          
           
    

 

           

               
 

  

            
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            
          
                
          

           
         

           


              
            

               
              
            
       

                
            
               
      

              
                
          

              
        
              
          

           


       
           
            
 

       
          
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   
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           
            
              
              
           

         
          
             
             
             
               
             
    

          
              
            
           
           
               
             
            
              
           


             
    

         
               
             
           
                
              
            
               

                  
            
               
              
               
            


            
           
               
 

            
            





   


            
              
           



   


    

   

    

       

     

       

       

     

             
              
 

             
             
              
             
                
            

                
             
                
          

               
             
               
               
             
         
             
                
             
                
           

              
      

             

                 
              
                
               
                
             

                
                  





   


             
  

          
            
           


                  
               
               
               
              
              
                 
            
                
             
            
              
               
                
              
         

              
          
                
               
            
                
                 
             

               
               
               

             
     

     

          



                    
    

        

         





   


   

    

      

    

         
 

   

   

       

          

           


           
        

            

               
              
     

              


            
   

             


       

           
         
             
             
        

            


            
      

             
              
   

            

        





   


             
    

               
   

         

               
 

              
  

            
            
           
        
            

             
            
            

             
        

        

              
            
   

             
            
            


            
 

             
           
          
           

                 


            


            
      

           
              
            






   


            
  

       

            
 

            
      

              
       

             
            
        

              
           
         


              
            
            

              
    

  

              
       

    

            
              
               
      

 

    

            
    

       

           

            
 

        

              
 





   


              
      

        

        

     

          
 

      

           
           
   

             
    

 

            
              
              
           
              
       



     

          

                
      

                 
       

          

           

  

     

   

    

       

             






   


 

     

       

             
   

             
                  

             
           

            
                
               


             
     

             
               
            

    

              
             
              
            
            
              
                   
            
           

             
                
              
   

             
                 
               
 

               

                
                 
             
              
              
                 
               





   


              
          

              


              

             
           
         

            
               
  

              
                
  

              


               
                
             

          

    

              
   

          
             
             


           
                
                
             
             
             
               
              

            
               
             
     

            
            
            
             
          





   


              
               
          

        

             
             
              
       

             
   

          

         
        

             
             
   

          
          
              
      

              
              
          

          

             
              
     

               
            
 

           
             
               


             
              

             
            
              

              
             
               
    





   


                 
                   
            
            
                 

                
                
      

                
               
              
               
              
     

    

             
            
            

               
                
          
           
            
           
                

            
           
            
           
           
              
             

               
           
            
                
            
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                
            

             

              
             

       

    

           
                
                 

            
    

               
               
   

             
              


    





   


              
              
                 
                   
                  
              
             
             
               
              
              
              
                  
              
           
              
  

              
 

             
           
                  
             

            
           


              
           
                
          
            
             
                
                
            
           
              
              

           
          

             
            
              
                
            
             
              
           
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   
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               
               
             
          

            
             
            
          

            
             
           
 

           
            
          
  

             
              
           
              
                
                  
    

          

                 
               
              


               
        

          

                
                 
  

             

            

                
                 
       

              
        

          
               





   


             
 

            
    

            
              
            
           
           


          

          

            

         

              
    

               
   

             
                
 

              
       

             
                
            


             
           

              
       



                
                     
                    
                       
                    
                     
                   
                      
                     
                    
                   
                    
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   
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                     
                    
                     
                     
                   
                      
               

  

         

   

  

     

  

    

       

          

           
 

      

            
              
           
          
              
             
             
                   
              
              
              
               
              
              
              
               
           
            
            
              
            
               
               
                





   


            
               
               
      

             
              
             
              
               
               
               
                  
                
             
          

            
                
    

                
            

            
            
              
            
             
           
           
             
              
                
                
                
             
              
           

            
            
               
               
            
            
            
            
              
               
             
         





   


                 
           
                
 

              
              
                
                 
               
               
                
               
            
                
               
              
  

             
             
           
             
             
               
              
              
              
            
              
          
           
               
            
             
           
             
            
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            
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                   
                     

         

   

  
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   


  

    

       

          

             

           

               
             
               
                
               
             

                
                
               
    



             

         

   

  
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   

    

       

     

      

         

              
             
                
              
                
                
                 
           





   


              
               
               
             
               
                   


                
               
                  
               
             
                 
                
              
            
              
             
             
              
             
 

                  
               
          

               
                
  

                    
                
                


             
              
             
               
            
             
             
             
               
          

           
            
             
                
         
               





   


          
               
                
               
          
             
              
              
              
                
            
   



                   
                  
                   
                 

         

   

  

     



  

       
  
 







         

             
   

                
              
        

        
                  
               
              
                   
                   
               

            
               
                  
        

                
                 
               
                    
                   
                  
                   
   



  

  

  

  
         

   
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1. INTRODUCTION

Any procedures manual pertaining to the latent print discipline shall provide general guidelines and available options
without prescribing definitive methods assuring specific results. The composition of impression residue, in either
visible or latent form, may consist of a variety of materials. It is possible that these components can be affected by
the properties of the substrate on which they reside and by environmental conditions. Because it may not be
possible to accurately determine all factors affecting impression evidence when processing items for their presence,
examination procedures must be directed by reason and selected by specific goals according to the totality of the
evidence under examination.

The comparison process includes analysis, comparison, evaluation, and verification (ACE-V). The analysis,
comparison, evaluation, and verification of impressions can be a complex process with significant variations in the 
degree of difficulty involved.  These examinations are documented and preserved to support the evaluations 
reported.  

Procedures included in this manual serve to guide the Latent Print Team through methods to produce thorough,
informed, and supported decisions.  
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2. SAFETY 

2.1  SAFETY PROGRAM OVERVIEW 

The Latent Print Unit (LPU) is committed to ensuring a safe and injury-free work environment. The General Safety
Plan, Exposure Control Plan, and Chemical Hygiene Plan are the written programs developed and implemented by
the unit which set forth procedures and practices concerning safety in the workplace. These procedures and
practices will provide a safer environment, which is a fundamental prerequisite to accident, injury, and illness
prevention.

The LPU has established the philosophy and principles that govern decisions regarding safety. The following are
the unit’s safety principles:

 All accidents and injuries can be prevented.  
 Management is responsible for providing a safe work environment.  
 Working safely is a responsibility of all employees.
 Prevention of personal accidents and injuries is a good working practice.  
 Deficiencies must be corrected immediately.
 All exposures can be safeguarded.
 Properly trained employees are the key to a safe and injury-free work environment.  
 Employees are responsible for reporting all chemical accidents or incidents involving all

types of potential exposure.  
 Management is responsible for setting and implementing training requirements.

2.2 DESIGN OF LABORATORY

Adequate and proper space shall be allocated for each laboratory activity and function. Each employee should have
enough working space to efficiently accomplish assigned duties without the risk of mishandling or contaminating
evidence. Laboratory personnel will have, in addition to the space needed for technical examinations, space
available for report writing and for storage of official laboratory records necessary for their assigned duties. Sufficient
space will be provided for each instrument (and its accessories) to facilitate its proper use and operation. There will 
also be a space provided for storage of infrequently used instruments and equipment.  

Fume hoods should be kept uncluttered, ventilation slots should not be blocked, and the sash should be kept as 
low as possible. Work shall be kept as far inside the hood as possible. The operation of the hood should be checked 
regularly to guard against airflow blockage, and the hoods shall be inspected annually. Records of the inspections 
are maintained in the equipment database. Fume hoods should be cleaned on a regular basis. When feasible, work 
involving flammable gases, toxic vapors, and noxious odors will be performed in the fume hood.  

All wiring, plumbing, heating, cooling, and humidity of the laboratory is controlled by the BPD Facilities Management 
Division.  

The Boston Police Headquarters building is equipped with a fire detection system and has fire alarms located
throughout the building.

2.3 BASIC RULES AND PROCEDURES FOR LAB SAFETY

Employees working in a laboratory environment must be aware of the potential for physical, biological, and chemical
hazards. Physical hazards may include, but are not limited to, fire, explosion, firearm discharge, electric shock, or
broken glass and other sharp objects. Biological hazards are most typically encountered when handling objects that
may have been exposed to biological fluids and may be a potential source of bloodborne pathogens. Chemical
hazards are associated with the toxic effects of handling chemicals. These types of hazards may include acute
reactions such as burns, allergic responses, or chronic problems such as lead exposure and carcinogenic effects.
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The hazard of such evidence will vary according to the nature and concentration of the infecting agent, the route of
transmission, and the susceptibility of the exposed laboratory employee. Each evidence specimen must be
considered a potential hazard and handled in a manner that protects the lab worker and others in the immediate 
vicinity from contamination.  

Methods of Contamination 

Absorption: Open cuts or scratches on the skin, particularly the hands, provide a point of entry for infectious agents.
Penetration of intact skin is possible by some infecting agents and chemicals, whereas others may enter through 
the eye or other mucous membranes as a result of contact with contaminated hands.  

 
Direct Inoculation: Broken glassware, needles, syringes, forceps, staples on packaging materials, and other sharp 
objects provide a means of direct injection of infecting agents into the bloodstream.  

 
Vectors: Ticks, fleas, body lice and other ectoparasites are potential sources of contamination.

Ingestion: Smoking, eating, or drinking after handling evidence specimens and prior to hand washing may result
in oral ingestion of infective agents or hazardous chemicals.

Airborne Contaminants: Infectious agents or hazardous chemicals may become airborne through accidents, such
as spilling or breaking a container, or through a variety of standard laboratory procedures, such as during processing
of evidentiary items (dye staining) or through physical handling of evidence. Splashing liquids and flaking material
from dried stains are additional sources of airborne agents. Proper ventilation or breathing protection is imperative
to reduce the danger of airborne infection.

Inhalation:  Inhalation of toxic vapors, mists, gases, or dusts can produce poisoning by absorption through the 
mucous membranes of the mouth, throat, and lungs and can seriously damage these tissues or be carried into the 
circulatory system.  

 
Protective Measures 

The Boston Police Department will provide all employees who work with hazardous materials an opportunity to 
receive medical attention including any follow-up examinations whenever an employee develops signs or symptoms 
associated with an exposure to hazardous material or whenever an event takes place such as a spill, leak, or 
explosion resulting in the likelihood of a hazardous exposure. These examinations will be provided in a timely 
fashion without cost to the employee, without loss of pay, and at a reasonable time and place. If a new laboratory 
operation, procedure, or activity involving hazardous materials is to be implemented, it shall be reviewed by the 
Safety Manager in order to define the risk and preventative measure involved.

Personnel Responsibilities

Director: The Director is ultimately responsible for providing a safe working environment and for ensuring that all
laboratory personnel are trained in safety and follow proper health and safety precautions and plans. The Director
will also work with laboratory employees to develop and administer department specific policies and practices
needed to support effective implementation of all safety plans.

Safety Manager/Back-Up Safety Manager: The Safety Manager and back-up positions are held by qualified
Criminalists. These individuals are responsible for implementing all required plans according to the appropriate
regulations, overseeing various laboratory safety plans and programs, ensuring compliance with the safety 
program, enforcing timely and effective remedial actions to safety concerns, interacting with personnel regarding
safety matters, and facilitating safety training.  

 
Laboratory Personnel: All laboratory personnel are required to comply with the safety program and are also 
responsible for the general cleanliness and housekeeping of work areas. It is the responsibility of all employees to 
conduct their work in a safe manner within the limits of their scientific knowledge, training, and experience.
Personnel are encouraged to bring safety concerns to the Safety Manager or the Director.  
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Elements for Safe Operation

Chemical exposure from reagent use and evidence handling is similar to biological exposure. Therefore, most of 
the regulations followed are applicable to both chemical and biological risks. The regulations are based on the 
premise that avoiding contamination is largely a matter of training, organization, housekeeping, personal hygiene, 
technique, and discipline. The key to laboratory safety is awareness and a sensible approach based on prudent 
laboratory behavior.  

 Appropriate eye protection should be worn whenever a hazard to the eye exists.  
 When handling potentially hazardous materials, gloves will be worn that are impervious to the 

hazard.  
 Hands should be washed when any potential contamination was made and before leaving the 

processing area. Touching the face or any other unprotected body areas with hands or gloves 
should be avoided.  

 All broken, chipped and used glassware, pipettes, hypodermic needles, scalpel blades, etc.
will be disposed of in a manner that eliminates potential accidental injury to laboratory and
janitorial personnel. These materials will be disposed of either in a “sharps” plastic container
or in a cardboard glass disposal container.

 No eating, drinking, or smoking will be permitted in the processing areas of the laboratory.
 Where practical, procedures involving hazardous substances and/or chemical spraying will be

performed in chemical hoods.
 Any laboratory situation which is perceived as a hazard by any employee must be reported

immediately to the Safety Manager or Director, who will investigate the situation and, if
warranted, take steps necessary to alleviate the hazard.

 Chemical and biological evidence will be stored and handled with consideration for both the
hazards it presents and its security as evidence.  

 A laboratory safety inspection will be conducted annually in order to identify potential hazards 
or any areas that may require additional safety considerations. The inspection will be led by 
the Safety Manager to include all laboratory work areas, waste disposal, receiving and storage 
areas during work hours.  

Safety Training and Information 

Each individual is expected to learn and observe all prescribed safety regulations and to use professional judgment 
concerning the safe conduct of his/her work. If an individual feels that his/her safety is jeopardized by the 
circumstances of his/her work or of others in the area, he/she should make this known immediately to the other staff 
member(s) involved as well as to management.  

Each new employee completes Safety Training as a part of the training program. All employees review the Safety
section of the Manual and complete refresher safety training. Training may include review of:

 General Safety Plan
 Exposure Control Plan
 Hepatitis B Vaccination Program
 Chemical Hygiene Plan
 Boston Police Department Rule 110
 Fire Safety and Evacuation Plan
 General Safety Videos

Safety concerns 

Safety concerns may be submitted as a Form 26 to the Safety Manager, Quality Manager, or Director.  

All Safety Concern forms will be maintained in the LPU files. The Safety Manager shall consult with appropriate 
personnel on how to resolve a safety concern and monitor and document progress toward resolution. When the 
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concern is resolved, the Safety Manager shall notify the submitter, Quality Manager, and Director of any action
taken.

Housekeeping   

Each laboratory employee is directly responsible for the cleanliness of his/her workspace, and jointly responsible
for common areas of the laboratory.  

The following procedures apply to the housekeeping standards of the laboratory: 
 
 All chemical waste shall be disposed of properly.
 Spills on benches and floors will be mopped up immediately and appropriately.
 Bench tops should be kept free from chemicals and equipment not in immediate use.  
 Employees will clean counter tops with disinfectant after any potential contamination by

chemical or biological material.
 All floors, aisles, exits, fire extinguishing equipment, eye washes, showers, and other 

emergency equipment shall remain unobstructed.
 Reagents and chemicals should be returned to the proper shelf after use, with their labels 

facing the front of the shelf. Spills on the sides of bottles should be cleaned off.  
 Drawers and cabinet doors should always be completely closed and secured.

Safety and Personal Protective Equipment  
 

The laboratory shall provide safety equipment including laboratory coats, safety glasses, goggles, face shields, 
gloves, fire extinguishers, and additional equipment necessary for the Criminalists to carry out their assigned duties 
in a safe manner.  Equipment and materials shall be available for the clean-up and disposal of spilled chemicals.
Spill kits are located in the Chemical Processing Room.  

 
Visitors, whether BPD staff or from an outside agency, who have obtained permission to enter the unit in which 
active work is in progress, are expected to comply with all safety regulations.  

 
Eye Protection 

 
Eye protection, such as glasses, goggles, or face shields, will be provided for every employee and should be worn
at all appropriate times when using hazardous chemicals, glassware under pressure, explosives, UV light, or
biohazards. Eye safety equipment should be capable of being cleaned and disinfected and should always be kept
in good condition. Eyewash and shower stations must be located in areas of need and be readily accessible.

Laboratory Coats

Laboratory coats are provided for all employees. All employees should wear clean laboratory coats in work areas
when handling chemical and/or biological material. Laboratory coats should not be worn in any administrative areas.

Gloves
 

Gloves will be provided for every employee and are to be worn whenever an employee anticipates hand contact 
with potentially hazardous materials. Gloves are to be removed if they are visibly soiled, contaminated, torn, or 
punctured. Gloves should be removed before touching telephones, door handles, or any other surface outside of 
the processing room that may be touched routinely by ungloved hands. Gloves will be appropriate for each type of 
hazard being handled. Proper choice and use of gloves are necessary to ensure maximum safety of staff. The 
following are examples of available gloves that may be found in the LPU: 

 Latex / Polyvinyl / Nitrile Gloves
These gloves are routinely worn during evidence examinations and recommended 
whenever contact with blood or bodily fluids is anticipated in the processing of evidence.



Safety
____________________________________________________________________________________________________

Page 9 of 88 Revision # 2022.0 - Effective date: 6-13-2022 

ALL PRINTED COPIES ARE UNCONTROLLEDApproval Authority: Director of Latent Print Unit

ID: LPU-SOP Approval Date: 6-3-2022 

These gloves are designed for single use. Hands should be washed immediately after the
removal of gloves. Gloves visibly soiled with blood or bodily fluids must be discarded in the
biohazard waste container. If they do not appear to be visibly soiled with blood or body 
fluids, they may be discarded in the routine waste disposal.  

 Utility Gloves
These gloves are used in decontamination procedures and clean-up of accidental spills
involving biohazardous material. These gloves may be cleaned and reused. Hands should
be washed after removal of utility gloves. Gloves should be discarded if holes or tears
develop.

 Cryo Gloves
These gloves are designed to protect hands against the hazards of working in cold and hot
temperatures. Cryo gloves will protect against temperatures from -160C to 150C.  

Footwear 

No open-toed shoes should be worn in the Processing Rooms.  

First Aid Kits 

First aid kits are available in the laboratory and administrative areas. The first aid kits are inspected as part of the
annual safety inspection. Expired contents are replaced as necessary.

Safety Showers and Eyewashes

The laboratory is equipped with a safety shower, one eye/face wash station, and two eye rinsing kits. Eyewashes
and the safety shower are checked as part of the annual safety inspection.

In the event of a chemical splash to the eye area:

  Eyelids may have to be forcibly opened to attempt an eye rinse.  
  Flood eyes and eyelids with water/eye solution for 15 minutes.  
 Notify the Safety Manager and seek further medical attention if needed.

In the event of a chemical splash to the body area: 

 Grasp ring chain or triangular rod.
  The safety shower should supply a continuous stream of water to cover the entire body.  
 Individual should remove clothing, including shoes and jewelry while under an operating

shower.
 

Notify the Safety Manager or Director and seek further medical attention if needed.  

Laboratory Equipment Hazards 

Refer to manufacturer’s instructions and manuals specific to equipment for information regarding hazards or 
precautions. No alteration of the manufacturer’s safety features will be allowed. Any electrical failure or evidence of 
undue heating of equipment should be reported immediately to a supervisor. All maintenance will be done by 
qualified personnel.  
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Safety Equipment Locations

   

2.4   FIRE AND EMERGENCY EVACUATION PLAN 

Fire Safety 

The laboratory facilities are equipped with ABC fire extinguishers suitable for paper, wood, cloth (Type A), gas, oil,
grease (Type B), or electrical equipment (Type C) type fires, or some combination of the above. The fire
extinguishers shall be checked periodically to ensure function. Fire extinguishers are meant for use on small fires
only.
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Safety blankets are also located in the laboratory area.

 

Evacuation

The BPD has developed an evacuation plan to aid in the safety of personnel in the case of fire or another emergency
situation. The LPU will follow the BPD Headquarters Evacuation plan.

In the event of a fire, bomb threat, explosion, or other emergency, the evacuation plan should be implemented. The
BPD Headquarters facility is equipped with an audible alarm and public address system which is activated during 
an emergency. Floor plans with outlined evacuation routes shall be prominently posted at the exit door of each floor 
of the LPU.  

2.5  EXPOSURE CONTROL PLAN 

Overview 

The Exposure Control Plan is designed to assist employees in eliminating or minimizing exposure to bloodborne 
pathogens or other potentially hazardous materials. The degree of risk of acquiring bloodborne pathogens on the 
job is directly related to the frequency of exposure to blood. The degree of risk of coming in contact with potentially 
hazardous materials on the job is directly related to the evidentiary items processed.  

Definitions

Bloodborne Pathogens: Microorganisms that are present in human blood and can cause disease in humans.

Potentially Infectious Materials: Includes body fluids (including but not limited to blood, semen, and vaginal
secretions) and any body tissue.

Occupational Exposure: Actual or potential skin, eye, or mucous membrane contact with blood or other
potentially hazardous materials that may result from the performance of an employee’s duties.
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Universal Blood and Body Fluid Precautions: An approach to infection control. According to the concept of
universal precautions, all human blood and body components including serum, tissue, and other body fluids are
treated as if they are infectious.  

Fentanyl:  a synthetic opioid that mimics the effects of morphine in the human body and has a potency 50-
100 times that of morphine. Fentanyl can be ingested orally, inhaled through the nose or mouth, or absorbed 
through the skin or eyes. Any substance suspected to contain fentanyl should be treated with extreme caution 
as exposure to a small amount can lead to significant health-related complications, respiratory depression, or 
death.  

 
Carfentanil: a synthetic drug that is used as a tranquilizing agent for elephants and other large mammals. 
The lethal dose range for carfentanil in humans is unknown. Carfentanil is approximately 100 times more 
potent than fentanyl.  

Universal Precautions

Employees shall practice universal precautions including wearing appropriate personal protective equipment. The
following are assumed to be infected with bloodborne pathogens:

 Blood 
 Semen
 Vaginal secretions 
 Saliva 
 Body Tissue

The laboratory shall have a list of names and phone numbers of agencies to contact in case of an emergency. This
information is posted in the laboratory areas.

Workplace Controls 

Employees are responsible for the following in order to help eliminate exposure to bloodborne pathogens or other 
potentially hazardous materials: 

 Eating, drinking, smoking, applying cosmetics, and handling contact lenses is prohibited in work areas
where there is potential for exposure.

 Food and drink are not to be kept in refrigerators, freezers, on countertops, or in other storage areas 
where blood or other potentially hazardous materials are present.

 Employees should maintain clean work areas.  When contact with biological fluids is possible, bench tops 
and equipment should be sanitized using a disinfectant such as 10 percent bleach.  

 Any work procedures allowing for generation of aerosols, splashes and spills of potentially hazardous
materials should be confined to under a chemical hood, when possible. If working under a hood is not
feasible, all involved laboratory personnel shall work only in exam rooms with full protective clothing, 
goggles, facemasks, and gloves. Contaminated disposable lab coats should be disposed of properly.  If 
contaminated with biological hazards, the coat will be placed in a biohazard receptacle. 

 Items or surfaces contaminated with bodily fluids are a potential health hazard to processing Criminalists,
particularly when wet. Proper Personal Protective Equipment (PPE) shall be worn during the processing
of these types of surfaces, to include, at a minimum, impermeable gloves, and a barrier to any exposed
skin. If possible, items or surfaces should be dried prior to the performance of latent print processing
techniques.

 Equipment which has become contaminated with blood or other potentially hazardous materials shall be 
examined prior to servicing or shipping and shall be decontaminated as necessary unless the
decontamination of the equipment is not feasible.

 All contaminated sharps shall be disposed of in sharps containers.  
 Items with dry or wet blood should be disposed of in accordance with Waste Packaging Procedures.
 For instances when an item arrives without proper labeling it shall be labelled accordingly.  
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Procedure for Employee Exposure/Injury

If an employee sustains an accidental exposure/injury, the circumstances involving the accidental exposure/injury
are investigated and the employee receives medical consultation (and treatment if required) as expeditiously as 
possible.  

When an inadvertent exposure to blood or other potentially hazardous materials occurs or an injury, employees
shall: 

 Remove contaminated personal protective equipment and place it in a biohazard labeled container.
 Wash exposed areas with soap and water. Flush exposed mucous membranes with water.  
 If there is a spill, decontaminate with a disinfectant, such as 10% bleach. If appropriate, arrange for 

professional cleaning of hazardous substances. 
 Seek medical care if needed.
 When the exposure involves traces of fentanyl, carfentanil, or any of its derivatives, the Unit is equipped 

with Narcan, which will be administered to the employee. Medical attention will follow.
 Report the exposure incident to the Safety Manager or designee.  
 Obtain and complete a Safety Concern (Form 26) and return it to the Safety Manager in compliance with

BPD Rule 110.
 If necessary, obtain and complete anUnprotected Exposure Form found on the Intranet under On-Line 

Forms and return it to the Safety Manager.

When an inadvertent exposure to blood or other potentially hazardous materials or an injury occurs, the Safety
Manager or designee shall:

 Ask the employee to generate a letter documenting the Safety Concern (Form 26) and submit it to the 
Director/designee.  

 Provide the employee an Unprotected Exposure Form.

When an inadvertent exposure to blood or other potentially hazardous materials or an injury occur, the Director, or 
designee, shall provide the following information to the Commander of the Forensic Division regarding post-
exposure evaluation: 

 The date and time when the incident occurred.
 The location within the LPU where the incident occurred.  
 Potentially hazardous materials that were involved in the incident.  
 Source of the material.
 Under what circumstances the incident occurred including type of work being performed.  
 How the incident was caused.

 Accident 
 Unusual circumstances (such as equipment malfunction, power outage etc.) 

 Personal Protective Equipment being used at the time of the incident.
 Actions taken as a result of the incident.  

 Employee decontamination 
 Cleanup
 Notifications made

Proper Disposal of Hazardous Material

The LPU submits any potentially hazardous material to the Boston Police Department Crime Laboratory for
appropriate disposal. The Crime Laboratory complies with the Massachusetts Department of Public Health
regulations in handling regulated Hazardous Infectious Waste (HIW) including contaminated sharps and other
potentially infectious materials. A commercial hazard waste company is responsible for the collection and handling
of all HIW.
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Waste Packaging Procedures

The following waste packaging procedures are used: 

 Potentially hazardous waste is bagged in containers that are:
 Closable
 Puncture resistant (when necessary)
 Leak proof if the potential for fluid spill or leakage exists
 Red in color or labeled with the appropriate biohazard warning label

 Containers and/or bags for hazardous waste are located in the laboratory.  
 Waste containers are maintained upright, routinely replaced, and not overfilled.  
 Disposable lab coats, gloves, paper towels, bench coverings, and plastic pipettes that are contaminated

with dried blood, liquid blood, or bodily fluids should be disposed of in biohazardous waste. Non-
contaminated items used in the lab may be placed in regular waste.

Hepatitis B Vaccination Program

The Boston Police Department has implemented a Hepatitis B Vaccination Program. This program is available, at 
no cost, to all employees who have the potential for occupational exposure to bloodborne pathogens. The 
vaccination program consists of a series of three inoculations over a six- month period in accordance with US Public 
Health Service recommendations. As part of safety training, employees shall receive information regarding Hepatitis 
B vaccination, including its safety and effectiveness. The Boston Police Department Occupational Health Service 
is responsible for setting up and operating the Boston Police Department vaccination program. Vaccinations are 
performed under the supervision of a licensed physician or other healthcare professional. Employees who decline 
to take part in the program are required to sign a declination form.  

2.6  CHEMICAL HYGIENE PLAN 

Overview

The Chemical Hygiene Plan is a program that sets forth procedures, equipment, personal protective equipment, 
and work practices that are capable of protecting employees from the health hazards presented by hazardous 
chemicals used in the workplace.  

Receipt of Chemicals

Receiving, transporting, unpacking, and dispensing of chemicals and other hazardous materials shall be carried out
by trained personnel. Before a substance is received, information on proper handling, storage and disposal should
be known to those who will be involved. No container will be accepted without an adequate identifying label.

Handling of Chemicals

Before the initial use of a chemical, the user shall be familiar with its hazards and the other information in the Safety
Data Sheet (SDS). When working with chemicals, hands should be kept clean and away from the face. Most
chemicals are harmful to some degree, so direct contact with any chemical should be avoided. Employees will use
appropriate Personal Protective Equipment. Chemicals labeled as acute respiratory hazards should not be used in
a confined area in large amounts. Such chemicals should be dispensed and handled only where there is adequate
ventilation such as in a hood. Only the necessary amount of a chemical should be taken at once. Chemicals should 
never be returned to their original containers or combined within a container unless instructed by the manufacturer.
If chemicals need to be transported, they should be placed in an unbreakable container or  in a chemical bottle 
carrier.  

Labeling of Chemicals 

Flammable: A material can catch fire or explode above 20F.  
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Extremely Flammable: A material can catch fire or explode below 20F.
 

Skin irritation or Avoid contact with skin: The material may cause skin damage and can be extremely hazardous 
to the eyes. Eye protection is recommended with such material.  

Toxic: The material is poisonous. Some toxins are absorbed through the skin, some are hazardous when dust or
vapors are inhaled, and ALL are harmful if swallowed.

Causes burns or Causes severe irritation: Contact with the skin will cause a rash or tissue destruction.

All containers of chemicals must be labeled clearly. No unlabeled or
improperly labeled substances shall be used. All chemical containers entering
and leaving the laboratory will be clearly labeled as to contents, with the label
in English, prominently displayed, and not damaged. The label will include
appropriate hazard warnings and the manufacturer’s name and address. The 
lot number will be indicated and when a lot number does not already exist, the
number shall consist of the date received. Chemical users shall read the 
manufacturer’s label and note the hazards indicated. When chemicals are 
transferred from the manufacturer’s original container to a secondary 
container, that new container should be appropriately labeled as to chemical 
identity and hazard warning.  
 
 
 

Labeling Prepared Reagents 

Reagents prepared in the laboratory shall be labeled with, at a minimum, the name of the reagent, date of
preparation, initials of the preparer, a label indicating the NFPA (National Fire Protection Association) required
storage conditions, and a lot number. Preparation of reagents will be documented in the Reagent Preparation Log.
Further instruction on the preparation of reagents may be found in other sections of this manual.

Storage of Chemicals

Chemical storage should be planned with personnel safety in mind. Chemicals shall be stored according to the
chemical properties. Chemicals should be purchased in quantities that will be utilized in a reasonable period of
time. Chemicals not needed should be discarded. Chemicals which are highly toxic should be in unbreakable
secondary containers. Stored chemicals shall be examined periodically for replacement, deterioration, and
container integrity. Storage of chemicals on bench tops and in hoods is inadvisable. Exposure of chemicals to direct
sunlight should be avoided. Acids, bases, and corrosives shall NOT be stored on shelves above head level.  

Safety Data Sheets (SDS) 

The Safety Data Sheet (SDS) is the primary means the laboratory will use to convey the necessary information 
about the hazards of the chemicals used in the laboratory. The chemical manufacturer is responsible for providing 
us with the SDS. Copies of SDS for all hazardous chemicals to which employees are exposed will be maintained 
and readily available to all employees. If the SDS’s are omitted from a shipment, the Safety Manager, or designee, 
will contact the manufacturer to request the SDS or go to the seller’s website to print a copy for use.  

Chemical Reagents

Reagents posing an inhalation hazard should be used in well-ventilated areas, under a fume hood, or in specified
processing chambers. An organic vapor respirator is recommended to be used if the reagent is not able to be 
applied in one of the aforementioned areas. Caution should be exercised with certain reagents containing flammable 
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solvents and carriers. These reagents should be stored in air-tight containers within flame resistant cabinets when
not in use and should not be exposed to heat sources. Unopened reagents of a corrosive nature should be stored 
in air-tight containers within corrosion resistant cabinets, and care should be taken to avoid contact between these 
reagents and exposed skin.  

Spill Control

If a chemical spill occurs, isolate the spill and secure the immediate area, notify the Safety Manager or supervisor
then determine the source and type of spill and whether you can safely handle it. Laboratory work areas shall
contain spill kits to aid in certain types of chemical spills. If the spill is small, determine the best technique for cleanup
according to the type and size of spill. Use the following spill kits as required:

Acid Spills - The contaminated area should be isolated. For an Acid spill use Spill-X-A (Acid Neutralizer). Encircle
the spill and cover with agent. Mix agent into spill. Clean up, label and dispose of properly.

Solvent Spills - The contaminated area should be isolated. For a Solvent spill use Spill-X-S (Solvent Absorbent).
Encircle the spill and cover with agent. Mix agent into spill. Clean up, label and dispose of properly.  

 
Caustic Spill - The contaminated area should be isolated. For a Caustic spill use Spill-X-C (Caustic Neutralizer).
Encircle the spill and cover with agent. Mix agent into spill. Clean up, label, and dispose of properly.  

 
Infectious Blood and Body Fluids Spills – The contaminated area should be isolated.  A kit used to clean-up
potentially infectious and harmful blood/body fluid spills will be used. The kits are located in the lab areas. Each kit 
is self-contained and carries the complete instructions on the packaging. Body fluids may also be cleaned up using 
a solution of 10% bleach.  

A universal spill control kit is located in the processing room and may be used when a spill is not identifiable.  

Disposal of Chemicals

Chemical waste material shall be disposed of in accordance with good safety practices and applicable regulations
of the Commonwealth of Massachusetts. Hazardous waste containers shall be labeled with the hazard such as
Acid or Organic waste. Volatile chemicals shall be disposed of only under hoods or in well ventilated areas.

2.7 Crime Scene Safety

The safety and wellbeing of Criminalists at a crime scene is of the highest priority. The possibility of exposure to
chemical, biological, and other environmental hazards is a real and ever-present concern. Hazardous objects or
materials such as knives, firearms, drugs, and explosives may be encountered at a scene. Criminalists responding
to scenes must be aware of the hazards which may be present and know how to protect themselves from such 
hazards. Personnel entering a crime scene should do so with proper safety and protective equipment to safeguard
against biological and chemical hazards. Crime scene clothing is provided and may be worn to all scenes.  

Criminalists will consult with the investigating officer(s) prior to entry to a location or the start of processing a vehicle
to evaluate safety concerns that may affect all personnel entering the scene. 
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3.      EVIDENCE 

Reference the Forensic Division Evidence Manual. 

3.1 CASE FILE & BARCODES

Some cases require the creation of a physical case file which will retain minimal documentation. Documents are
scanned and retained in the evidence tracking system and/or the SAN under the appropriate incident number.
Documents bearing original notes, elimination prints, non-evidentiary CD’s, and any additional documentation
deemed appropriate by a member of the LPU should be contained within the case file. When new or additional
work is completed in Mideo on pre-Mideo cases, a notation should be recorded onto the case file.

Operational areas of the unit, all LPU personnel as well as their inboxes will have an assigned location (unique ID)
that can be scanned as a barcode. The inbox barcodes will be treated the same as the individual barcodes with the
exception of evidence transfers to another unit. The individual barcodes shall be used for transfers to the other
forensic units (Example: Evidentiary items will be transferred from the processing room to an individual when
bringing the items to the CLU or FAU evidence window).  

3.2  CASE & EVIDENCE INFORMATION 

Case Assignment 

The LPU prioritizes the following case types: homicides, cases with pending court dates, cases with lifts submitted,
firearm evidence, sexual assaults, assault & batteries, robberies (to include home invasions), and priority request 
cases. Cases that do not fall under the priority criteria are processed and/or compared in numerical order starting 
with the recent backlog cases and working backwards through the previous years.  Assignments and priorities are 
subject to flexibility in order to address the needs of the unit under extenuating circumstances. 

Any request for prioritization should be made on a LPU Priority Request Form. This form is located on the Boston 
Police Intranet Forms On-Line. This form should be submitted to and shall be signed by the Director/designee if 
approved. A copy of the Priority Request Form will be maintained in the case record. The assigned Criminalist is 
responsible for the case management, which includes case evaluation, communication with the customer and
facilitation of requested analysis. When items are submitted with lifts, the items should be added to the processing
queue of the Criminalist that completed the analysis of the lifts.

Off-Hours Comparison Requests

Off-hours (evenings, weekends, and holidays) comparison requests will only be made through the Forensic Division
chain of command. The Director, Captain of the Forensic Division, Deputy of BIS, and/or Superintendent of BIS
should be made aware of the request. A member of the command staff must authorize any off-hours requests for
rushed/priority comparisons. If the on-call Criminalist receives a request for a comparison, they will notify the
requesting individual that the request must be submitted through the Forensic Division chain of command.

Case Responsibility

If a Criminalist is unable to complete a "rush" case within the requested time frame, it is his/her responsibility to
make arrangements to accommodate the case deadline to the extent possible. For example, the Criminalist may 
coordinate with the Customer to amend the case deadline or to determine the necessary extent of work.  The 
Criminalist may seek out another qualified Criminalist to complete the work if required. 

Case Information Dissemination 

Case information should be kept confidential. It is understood that communication is a required element of 
establishing the forensic service to be performed by the LPU. When necessary, communication shall occur to clarify 
any requests for service, determine which items will be examined, and make clear the type of examinations to be 
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performed. To ensure that the work performed is that requested by the customer, communication must be direct
and clear. When assigned a case, Criminalists will request/identify the name of the primary investigator and relay
case information to that individual. The primary investigator can disseminate information to other interested 
individuals as necessary. Should multiple individuals wish to have input into the requests for service (example: 
names for comparison), this information should come through the primary investigator. Having a single point of 
contact ensures that information is relayed in a clear manner and reduces the potential for miscommunication. 
There may be times where names are obtained from an additional source: the primary investigator should be 
contacted regarding any additional names provided. All communication will be documented and maintained in the 
case record. 

REQUESTS FOR EXAMINATION 

Communication between customers and the unit is essential for the efficient examination of physical evidence 
submitted to the LPU. The LPU may request the name and contact telephone number of the customer for the 
incident to facilitate the expeditious examination of submitted evidence and to facilitate communication. The 
customer or his/her representative may specify the examination(s) to be conducted on each item of evidence at the
time of submission using the pre-log service request or when contacted by a member of the LPU. Methods of testing
will ultimately be selected by LPU personnel.

Requests for examination are communicated to the assigned Criminalist in the LPU. Hand-written notes attached
to evidence containers are not appropriate requests for examination. If a request for examination is unclear, the
assigned Criminalist should contact the primary investigator(s) to establish a clear understanding of the request
before proceeding. If a request for examination is received for a type of testing that is beyond the scope of those
currently performed at the LPU, the assigned Criminalist will contact the primary investigator to discuss testing
options and may refer the request to an outside agency or laboratory. Any unresolved issues should be brought to
the attention of the Director/designee.

Case evidence submissions may require examination by more than one unit (Crime Lab or Firearms Analysis). The
pre-log service request should outline the examination required per item. The Criminalist assigned to the case may
determine that a transfer of the evidence to the proper Unit of the Forensic Division is required.  If there is a request 
for DNA analysis, this evidence should be submitted to the Crime Laboratory Unit prior to the LPU (example: A
water bottle from a B&E).  

3.3  EVIDENCE EXAMINATION  

Specific protocols and additional information regarding the examination of evidence in the LPU can be found in the 
technical sections of this manual.  

Processing

At the conclusion of processing, each item of evidence and/or its proximal container shall be marked at the minimum
with the case number, item number, initials, and re-packaged date. During the course of evidence examination, if a
derivative is made, refer to the Forensic Division Evidence Manual sections 8: Barcodes.

Camera cards (for overall and evidentiary photos) in process should be secured by each Criminalist to ensure the
images are secured during the processing of evidentiary items. The downloading of these images should be
completed following the completion of processing the case(s). In the event that downloading is not immediate, refer
to the Forensic Division Evidence Manual section 15: Evidence Handling and Storage.

Comparison 

Each CD and/or lift when examined/processed, will be initialed and dated by the Criminalist.
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4. PROCESSING  

Latent prints can be found on all types of surfaces.  The goal of latent print processing is to recover and preserve 
ridge detail that has the potential to be identified to a source.  Criminalists may move through a sequence of 
processing techniques that maximizes the potential to obtain such ridge detail. This section is focused on the
various techniques available in the unit to improve the likelihood of latent print recovery.

4.1  GUIDELINES FOR EXAMINATION AND GENERAL CONSIDERATIONS 

Surfaces on which latent prints are deposited can generally be divided into two categories: porous and non-porous.
This protocol lists suggested processes for porous and non-porous surfaces, as well as some unique surfaces and 
circumstances. To minimize the destruction of and to increase the possible enhancement of latent prints, 
examination of items may require a variety of processing stages ranging from visual inspection to sequential 
physical, chemical, or digital techniques. Factors that may influence the approach taken include the following: 

o Type of surface  
o Matrix 
o Transfer medium
o Physical condition of the surface
o Environmental conditions
o Sequential environmental changes   
o Evidence collection methods  
o Packaging  
o Elapsed time since contact  
o Conflict in examinations required
o Destructive consequences of technique
o Additional techniques available

 
When a latent print is developed and may be suitable for capture, it is left to the discretion of the Criminalist to
determine if the latent print should be preserved by photography prior to treatment of the latent print through 
additional steps.  

Chemical Reagents and Quality Control 

Processing reagents can be purchased ready for use in the LPU from a vendor. All reagents received will be entered 
into the LIMS for the purpose of printing a label.   

Reagents will be quality control tested when a new container is opened, at the first use of the day, and/or 
prior to use. Results of these tests (positive or negative) will be recorded on the Reagent QC Log. The
desired quality control result is documented in the method for each reagent.

Cyanoacrylate fuming, iodine fuming, Wetwop and Vacuum Metal Deposition (VMD) are quality control
tested at each time of use, with results pertaining specifically to the items tested. Therefore, visualization
results are recorded in case notes only and no quality control results are recorded on the Reagent QC Log.

Any reagents that produce expected results in a quality control test are suitable for use in casework. The quality
control test results for any reagent used will be documented on the QC box on the first page of the Processing
Package Contained Worksheet or in Mideo at the time of processing. If the quality check fails, the chemical will be
disposed of promptly and properly.

Reagent Application Techniques 

Many processing reagents can be applied using common techniques depending on surface type, size of the area 
to be processed, and availability of the reagent. The following is a list of suggested chemical application techniques 
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that may be applied in casework. All techniques should be applied in a well-ventilated area or under a fume
hood.

The following techniques may be applied multiple times as deemed necessary by the processing Criminalist.  

Spraying: 

A reagent is placed into a bottle with an attached spray nozzle. The item/surface is coated with an even covering 
of the reagent while avoiding over-saturation. The item/surface may be rinsed with water or a designated rinse 
solution, and/or allowed to air dry.  

Immersion:  

A reagent is poured into an appropriately sized tray or container, large enough to accommodate the size of the item 
to be processed. Using tongs or forceps, the item is immersed into the reagent until the surface is coated, for a 
period of time as deemed necessary by the Criminalist, then removed. The item may be rinsed with water or a
designated rinse solution, and/or allowed to air dry.

Cascading:

A reagent is placed into a wash bottle, pipette, or a container with a pour spout. The reagent is then gently poured
over the item/surface, covering the area to be processed for a period of time as deemed necessary by the
Criminalist. The item/surface may be rinsed with water or a designated rinse solution, and/or allowed to air dry.

Pooling:

If an item/surface is flat and/or concave, a reagent is poured onto/into the area to be processed and left in place for
a period of time as deemed necessary by the Criminalist. The reagent is then poured off of the item/surface. The 
item/surface may be rinsed with water or a designated rinse solution, and/or allowed to air dry.  

Toweling: 

The item/surface is covered with a thin, non-textured, permeable paper towel or other suitable material. A reagent 
is then gently pooled, poured, or sprayed on the towel to cover the area to be processed.  The towel is then left in 
contact with the item/surface for a period of time as deemed necessary by the Criminalist. Care is taken to avoid 
air pockets or bubbles underneath the towel/material, ensuring contact between the reagent and the item/surface.
The towel/material is carefully removed from the item/surface, and the item/surface may be rinsed with water or a 
designated solution, and/or allowed to air dry.  

Brushing:

A brush is dipped into a small quantity of reagent placed aside from the main container. The brush containing the
reagent is then wiped across the area to be processed, allowing the reagent to coat the surface. The item/surface
may be rinsed with water or a designated rinse solution, and/or allowed to air dry.

Alternate Light Source (ALS)

An alternate light source (ALS) is a device that allows its user to examine objects with various wavelengths of light.
The detection of latent prints, semen, fibers, and other trace materials may be achieved due to their fluorescence
or absorption (quenching) when illuminated with specific wavelengths of light. The fluorescence can be seen with
the aid of special barrier filters.

 
Some latent prints may fluoresce simply by illumination with a specific wavelength of light. The fluorescence of 
latent prints without prior treatment is sometimes referred to as “inherent luminescence.” Evidentiary items may be 
processed with a fluorescent substance such as a chemical dye stain or a fluorescent powder to detect latent prints 
with an ALS.  

An ALS may also be used to detect trace materials such as fibers, semen, paint, etc. These materials do not require 
treatment with chemicals prior to an examination with an ALS, but are detected because of fluorescence caused by 
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illumination with certain wavelengths of light. The high intensity light emitted from the alternate light sources may
be harmful to the eyes, and thus one should avoid looking directly at its source. Barrier filters or goggles should be
used to shield the eyes.  

An annual quality performance check of the ALS will be completed with known fingerprint samples and recorded in 
the equipment database. 

Non-Latent Print Evidence 

General evidence examinations 

Processing Criminalists may encounter various types of non-latent print evidence when examining items or 
surfaces. It is the responsibility of the processing Criminalist to determine whether any requests exist concerning 
biological evidence.  The Criminalist should consult with Crime Laboratory staff to determine the best possible 
sequence for detection and collection of these materials, unless the Crime Laboratory Criminalist has
communicated that their examination of the item has been completed. Decisions should be made with the
circumstances of the case and the evidentiary material in mind. Sequence of collection or documentation may vary
depending on these factors. If after consultation with the customer and/or the Crime Laboratory any questions exist
as to whether or not samples are necessary, caution should be exercised, and samples should be preserved by
Criminalists.

If necessary, authorized Criminalists may swab evidentiary items prior to processing using the following technique:
 With gloved hands, moisten 1 to 2 sterile swabs with water, depending on the size of the area/stain. If the 

stain is wet, it may not be necessary to moisten the swab(s).
 Swab the area/stain, transferring as much of the suspected material on the swab(s) as possible. 
 Package the swab(s) back into its original packaging or equivalent.
 Place the packaged swab(s) inside of a labeled evidence envelope. 

Non-ridge detail impressions

Non-ridge detail impressions may be encountered when processing items.

When observing a footwear/tool mark impression, the Crime Lab will be called and will be responsible for collection
if needed. Any other non-ridge detail impression may be documented and/or photographed. Images captured will
be saved on a CD, an item created in the evidence tracking systems, and the CD transferred to the Photo Unit.

4.2 POROUS EVIDENCE

A porous item consists of a material that allows the passage of liquids and gases through itself with retention
quantities varying from slight to great. Examples: paper, cardboard, unfinished wood.

General Considerations

Indented writing - If the detection of indented writing is required on a document, it must be performed prior to
processing for latent prints. Treating a document with chemicals will usually prevent the detection of indented
writing.  

 
Handwriting/Typed Documents - Documents requiring additional forensic analysis must be photographed with a 
scale on a high-resolution camera for documentation prior to processing. The customer has the discretion to send
the evidence elsewhere to have the additional forensic analysis performed.

Contamination - To prevent the introduction of additional latent prints by the Criminalist, gloves shall be used when
handling evidence items. If necessary, forceps should be used in addition to gloves.  
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Caution: Prints placed on a document, after it has been previously treated for latent prints, may also develop.  
 

Sequence of Examination

The following is the recommended sequence of examination and is in no way prescriptive as the sequence in which
all items of evidence will be processed. The sequence of processes will be performed at the discretion of a
Criminalist.  

 Visual Examination
 Inherent Fluorescence/Alternate Light Source
 Iodine Fuming (*may be used when no other processing technique is appropriate due to the surface) 
 DFO 
 Alternate Light Source
 Ninhydrin OR 1,2-Indanedione
 Alternate Light Source 
 Vacuum Metal Deposition can occur before, during, or after this sequence 
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Iodine Fuming - Chemical

 
 

Description

Iodine is a sensitive indicator of various fatty oils, which are often present in latent print residue. Iodine is typically 
not destructive and may detect deposits with insufficient amino acids for effective Ninhydrin reaction. Iodine is highly 
toxic and very corrosive to nearly all metals. It can be used to process nearly all types of surfaces but is typically 
used with porous surfaces.

Reagent

Iodine crystals (Iodette ampoules) 
Fumette Disposable Iodine Fuming Gun/Silver Plates 
Search Iodine Print Enhancer 

Method

Control Print 
 

A test print of known origin should be processed at the time of use to ensure the desired reaction is being obtained.
Ridge detail should appear brown in color, as seen here: 

 
Application

Fuming of evidence should be carried out in well ventilated areas or in fume hoods, within cabinets or containers
that allow adequate space for evidentiary items.

 
Iodine crystals (Iodette ampoules): 

Small items can be fumed in a heat sealed or zip lock bag. A small amount of Iodine crystals is poured into the bag.
The evidence is inserted, and the bag is sealed.

Larger items can be placed into an airtight cabinet with a heat source. A small tray of Iodine crystals is added to the
heat source inside the cabinet, and the resulting Iodine fumes are allowed to coat the item.  

 
 

Caution: very hazardous in cases of
skin/eye contact (irritant), ingestion, and 

inhalation 
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Fumette Disposable Iodine Fuming Gun/Silver Plates:
Large or immobile items can be processed with direct Iodine vapors from a disposable Iodine gun fuming applicator.
The fuming applicator is used to apply vapors through a tube onto the surface to be examined through forced air.  

 
The fuming gun is grasped in the palm of the hand, covering the area where the crystals are located for at least one
minute. Body heat will accelerate sublimation of the crystals. When the crystals have warmed slightly, the enclosed
glass ampoule is crushed, and the nozzle of the tube aimed at the surface to be processed. An air pump or a
Criminalist’s breath is then used to force air through the fuming gun, directing the resulting fumes to the surface of
the item. Care is taken to NOT INHALE through the blowing tube.  

 
Because the residue is exposed to the vapors for a brief duration, any iodine absorbed is released quickly 
demanding prompt documentation (photography of resulting ridge detail).

If needed, especially in the case of human skin, Iodine-enhanced ridge detail can be transferred to silver plates
using the following method:

 A portion of the skin is fumed with iodine vapors
 The silver plate is pressed directly onto the processed area
 The silver plate is removed and exposed to a strong light source 
 Any developed latent prints are photographed 

Visualization 

The latent prints will appear brown in color.

Impressions may be fixed onto the surface by adding a small amount of Search Iodine Print Enhancer. One glass
ampoule is broken inside the tube and the liquid dabbed onto any developed impressions. The impressions will turn 
a blue/purple color, allowing for greater contrast. Please note that the fixer should not be used on 
receipts/thermal paper.  

On porous surfaces, other porous processing techniques may be used after Iodine fuming.

Storage/Disposal 
 

Iodine is stored in a sealed container.  
 

Excess Iodine can be reused or allowed to vaporize in the hood or well-ventilated area.

Used fuming applicators are placed in a heat seal plastic bag, and devices used as chambers can be disposed of
in the trash.  
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DFO (1,8 Diazafluoren-9-One) - Chemical

 

Description 

DFO is a synthetic analogue of Ninhydrin used in developing latent prints on porous items. DFO reacts with the
amino acids in latent print residue and produces a fluorescent reaction that can be visualized using an alternate
light source. On some specimens, Ninhydrin or 1,2-Indanedione will develop latent prints that DFO fails to develop.
Therefore, in most instances, Ninhydrin or 1,2-Indanedione should also be used.  

 
Because the DFO reaction with latent prints may be inhibited by Ninhydrin processing, DFO processing should be 
performed prior to Ninhydrin processing.

If there is a concern that treating a document with the DFO solution may cause ink or printed material to run, the
document should be tested in a small area or on a sample of a similar substrate and ink before treating the entire 
document.  

Reagent 

DFO is available in a pre-mixed form.

Method 
 

Control Print 

A test print of known origin should be processed at the first use of the day to ensure the desired reaction is being
obtained. Ridge detail should be visible under the ALS under various wavelengths with orange or red barrier filters,
as seen here:

 
 

 

 
Application 

 
DFO can be applied to an item or surface using the immersion, spraying, or brushing methods (see reagent
application techniques for a description of these methods).

Caution: highly flammable
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Items are then allowed to dry completely and are placed into a development chamber at the following settings:
 

Temperature Humidity Time 
100°C 0% 20 minutes 

An iron without steam may also be used, or the item can be left out overnight at room temperature. If an iron is 
utilized, an indication in the case notes will be made. 

Visualization

The item is examined with an ALS under various wavelengths in the 495-550nm range with orange or red barrier 
filters. Photographs of ridge detail must be taken with the appropriate barrier filter.  

 
Storage/Disposal

DFO pre-mixed solution can be stored at room temperature in an airtight container in a flammables cabinet for
approximately six months, or until a quality control test no longer yields the expected results.

 
Excess solution is disposed of in a dedicated container for DFO/Ninhydrin in a fume hood.  
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1,2-Indanedione - Chemical

Description

1,2-Indanedione is a synthetic analogue of Ninhydrin used in developing latent prints on porous items. 1,2-
Indanedione reacts with the amino acids in the print residue and produces a fluorescent reaction that can be 
visualized using an alternate light source. Because the 1,2-Indanedione reaction with latent prints may be inhibited 
by Ninhydrin processing, 1,2-Indanedione processing should be performed in place of Ninhydrin processing.

1,2-Indanedione is not known to cause ink and print to run.
 

Reagent 

1,2-Indanedione is available in a kit form. Mixing instructions are as follows: 

“Part A” liquid is added to “Part B” powder and shaken thoroughly to dissolve crystals.

The mixture of “Part A” and “Part B” is added into “Part C” bottle and shaken thoroughly, with care taken to avoid 
transferring any undissolved crystals into “Part C” bottle.  

 
Method 

Control Print

A test print of known origin should be processed at the first use of the day to ensure the desired reaction is being 
obtained. Ridge detail should be visible under the ALS under various wavelengths with orange or red barrier filters,
as seen here: 

 
Application

1,2-Indanedione can be applied to an item or surface using the spraying or brushing methods (see reagent
application techniques for a description of these methods).  
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Items are then allowed to dry completely and are placed into a development chamber at the following settings:
 

Temperature Humidity Time 
100°C 60% 20 minutes 

An iron with steam may also be used, or the item can be left out overnight at room temperature.  If an iron is utilized, 
an indication in the case notes will be made.  

Visualization
The item is examined with an ALS under various wavelengths in the 495-550nm range with orange or red barrier
filters. Photographs of ridge detail must be taken with the appropriate barrier filter.  

Storage/Disposal 

1,2-Indanedione kits can be stored at room temperature in an airtight container. 1,2-Indanedione kits have an
indefinite shelf life.

Mixed 1,2-Indanedione solutions can be stored at room temperature in an airtight container for up to two weeks or 
until a quality control test no longer yields the expected results.  

Excess solution can be disposed of down the drain with water.
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Ninhydrin/Ninhydrin HT (1,2,3-triketohydrindene hydrate) - Chemical
   

Description

Ninhydrin is a general-purpose fingerprint reagent for paper and many porous and semi-porous surfaces. Ninhydrin
or triketohydrindene hydrate is an extremely sensitive indicator of amino acids and other components in fingerprints.
The reaction produces a violet to blue-violet color known as ‘Ruhemann’s Purple’. This technique is effective with 
long duration deposits and minute amounts of amino acids.

The Ninhydrin HT description is the same as the reagent noted above, with the advantage of being used for the
processing of thermal paper. 

 
Reagent 

Ninhydrin/NinhydrinHT are available in pre-mixed form.

Method

Control Print 

A test print of known origin should be processed at the first use of the day to ensure the desired reaction is being 
obtained. Ridge detail should appear purple in color after allowing to dry completely, as seen here:

Application

Ninhydrin/Ninhydrin HT can be applied to an item or surface using the spraying, immersion, or brushing methods
(see reagent application techniques for a description of these methods).  

 
Items are then allowed to dry completely and are placed into a development chamber at the following settings: 

Temperature Humidity Time
80°C 65% 5 minutes

An iron with steam may also be used, or the item can be left out overnight at room temperature. If an iron is utilized,
an indication in the case notes will be made.
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Retreatment of faint or fragmentary impressions may intensify the reaction, provided no background discoloration
is observed.  

 
Visualization

The Ruhemann’s Purple reaction does not require an ALS for visualization.

Ninhydrin coloration is not permanent, and while some impressions have remained visible for years, others have 
faded in a matter of days. Photographic preservation is essential and should be accomplished as soon as possible.  

 
Storage/Disposal

Ninhydrin solutions can be stored at room temperature in an airtight container for up to one year or until a quality
control test no longer yields the expected results.  

 
Excess solution is discarded in a dedicated container for DFO/Ninhydrin located in the fume hood.  
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4.3 NON-POROUS EVIDENCE 

Non-porous surfaces repel or tend to repel liquids and gases while not permitting saturation or passage of liquids 
or gases through. Examples: glass, metal, plastic, finished wood

General Considerations

Firearms and Firearm related evidence 
 

Cartridge cases will not be processed for latent prints unless specific information is provided to indicate contact with 
the cartridge case after it was fired and expelled by the firearm, and approval of the Director or designee is obtained.
In homicide cases, when the cartridge case is the only evidentiary item, processing may be completed with the
approval of the Director or designee.

 
Any items determined by a Criminalist to be too small to yield ridge detail suitable for capture (example: BBs, 
springs) will be considered not conducive to the recovery of latent prints and may not be processed.  

 
Items requiring physical match examination

If there is a request for an examination for a physical match between two items and/or an item and its possible
source, the physical match examination should be conducted prior to examination of the item for latent prints. Crime 
Laboratory Criminalists and the customer should be consulted in order to determine the best sequence for 
examination.  

Contamination

To prevent the introduction of additional latent prints by the Criminalist, gloves shall be used when handling
evidence items.  

Sequence of Examination 

The following is the recommended sequence of examination and is in no way prescriptive as the sequence in which
all items of evidence will be processed. The processing of items will be performed at the discretion of a Criminalist.

 Visual Examination
 Inherent Fluorescence/Alternate Light Source 
 Cyanoacrylate Fuming 
 Chemical Dyes
 Alternate Light Source
 Powder(s) 
 Alternate Light Source 
 Vacuum Metal Deposition can occur before, during, or after this sequence
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Cyanoacrylate (Super Glue) and PolyCyano UV Fuming - Chemical

   

 

Description

Cyanoacrylate fuming is a method for developing friction ridge impressions on non-porous materials, such as
plastic, glass and metal, and on semi-porous materials, such as leather and vinyl. Cyanoacrylate vapor is thought 
to polymerize due to a reaction with water and possibly other latent print constituents to form a white deposit.
Treatment with dye stains or powders may enhance latent prints developed by the cyanoacrylate.  

 
PolyCyano UV is a one-stage cyanoacrylate fuming and dye staining reagent for developing friction ridge
impressions on non-porous materials. PolyCyano UV is a powder containing a mixture of 95% polymerized ethyl
cyanoacrylate, approximately 5% dimethylamino benzaldehyde (DMAB), a fluorescent staining dye, and trace
additives (< 1%). When stimulated with ultraviolet light (UV), the fluorescent response from DMAB is in the blue 
region of the electromagnetic spectrum.  

 
 

Reagent

Cyanoacrylate and PolyCyano UV are available in commercial form.

Method 

Chamber/Device Selection

The Unit is equipped with multiple chambers (MVC-3000/D and MVC-1000 models) for routine superglue fuming of
evidentiary items.

 
MVC-5000/D may be used for larger items that do not fit into the above listed chambers. The MVC-5000/D is located 
in the Crime Scene Response Unit.  

The MVC-Lite is a portable mini chamber that can be used in the lab for small items and/or at crime scene locations.
All MVC chambers have an automatic and manual mode of processing.

A portable cyanoacrylate device can be used as an alternative to the MVC units. A portable device is typically used 
to superglue fume evidentiary items at crime scenes prior to transport but can also be used in a well-ventilated
location in the laboratory to target specific or hard to reach areas of items requiring cyanoacrylate fuming.  

Control Print

A control print can be a print placed on a suitable surface and processed simultaneously with evidentiary items. The 
control print is used to ensure that the fuming process is working properly. The control print is placed in a visible 
location in order to monitor development. Ridge detail should appear white in color as seen here (left image).  

Caution: heating above 400°F/ 204°C 
(Cyanoacrylate) or 446°F/ 230°C 

(PolyCyano UV) produces a toxic gas
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When using PolyCyano UV, the ridge detail should be observed under oblique light, UV light, or an ALS, as seen
here (right image): 

 

                

Application 
 

Automatic Chamber Processing is recommended. All MVC chambers are preset for an automatic cycle. See the 
user manual instructions found in the LPU and on the server.

Glue time and temperature settings should be checked each time before starting the automatic cycle.

The recommended quantity for cyanoacrylate and polycyano in the chambers is dependent on the size of the
chamber, number of items to be processed, type/size of items, and whether they have been previously superglue 
fumed.  Recommendations listed below are guidelines only for the processing of one item and not all encompassing,
exceptions may exist based on the item.

Cyanoacrylate: about 1 drop in the MVC1000 and about 2 drops (dime size) in the MVC3000.
PolyCyano: about  scoop of powder in the MVC1000 and up to  scoop in the MVC3000.

 
Visualization 

Items and the control print are periodically checked for development. Latent print development may take from
several minutes to hours depending on the materials being processed and the size of the fuming chamber.

Fuming should be stopped before the items become coated with a heavy white film, otherwise any latent prints may
be over developed. The process is completed when prints are visible, or a faint white coating develops on the 
evidence.  

It may be necessary to allow the cyanoacrylate to set for a period of time before handling the processed items.

Items are examined for ridge detail and any prints that are suitable for capture are photographed.

For automatic/manual chamber PolyCyano UV processing, items can be examined for ridge detail with white light,
ALS (350 nm), and/or UV light. Using the ALS or the UV Crime-Lite, items can be examined without a filter, or with 
a yellow or orange filter. Any prints that are suitable for capture are photographed.  

Additional dye stain processing (Ardrox, RH6G, etc.) can be followed after PolyCyano UV processing.

Storage/Disposal
 

The working cyanoacrylate can be stored in a plastic container at room temperature or between 32˚F/0˚C and 
37˚F/5˚C.  
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Cyanoacrylate can be used until it solidifies. There is no special disposal procedure for cyanoacrylate.
 

PolyCyano UV powder has a shelf life of 6 months stored at room temperature and 12 months stored between 
32˚F/0˚C and 37˚F/5˚C. PolyCyano can be used past the shelf life until a quality control test no longer yields the 
expected results.
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Rhodamine 6G (RH6G) - Chemical
   

Description

Staining with Rhodamine 6G fluorescent dye can enhance and improve the quality of cyanoacrylate developed 
prints. The dye is absorbed by the cyanoacrylate and can be visualized with an ALS due to fluorescence.  

 
Reagent

Rhodamine 6G is available in a pre-mixed solution (methanol or aqueous carriers). Varnished surfaces tend to be
destroyed by some carriers; thus a water carrier is a better alternative.  

 
Method 

Control Print

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. Ridge detail
should be visible under the ALS at various wavelengths with orange or red barrier filters, as seen here: 

 

 

Application

Items are processed in a fume hood or well-ventilated area.
 

Rhodamine 6G can be applied to an item or surface using the spraying, immersion, toweling, cascading, pooling, 
or brushing methods (see reagent application techniques for a description of these methods). The item is 
immediately rinsed after application with the appropriate solvent or water and allowed to dry.

Visualization
 

The item is examined with an ALS under various wavelengths in the 495-540nm range while viewing with an orange 
or red barrier filter. Any prints that are suitable for capture are photographed and/or lifted with black gel lifts.  

Storage/Disposal

Rhodamine 6G is stored in an airtight container at room temperature. The working solution has an indefinite shelf
life. Residual Rhodamine 6G may be allowed to evaporate in the hood or disposed of down the drain with excess 
water.   
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Ardrox - Chemical

Description

Staining with Ardrox fluorescent dye can enhance and improve the quality of cyanoacrylate developed prints. The 
dye is absorbed by the cyanoacrylate and can be visualized with an ALS due to fluorescence.  

Reagent

Ardrox is available in a pre-mixed solution.
 

Method 

Control Print 

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. Ridge detail
should be visible under the ALS at various wavelengths with a yellow barrier filter, as seen here:

 

  
 

Application

Items are processed in a fume hood or well-ventilated area.

Ardrox can be applied to an item or surface using the spraying, immersion, toweling, cascading, pooling, or brushing 
methods (see reagent application techniques for a description of these methods). The item is immediately rinsed 
after application with the appropriate solvent or water and allowed to dry.  

Visualization

The item is examined with an ALS under various wavelengths in the 350-480nm range while viewing with a yellow 
barrier filter. Any prints that are suitable for capture are photographed and/or lifted with black gel lifts.  

 
Storage/Disposal 

Ardrox is stored in an airtight container at room temperature. The working solution has an indefinite shelf life.

Residual Ardrox may be allowed to evaporate in the hood or disposed of down the drain with excess water.  

Caution: highly flammable 
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Small Particle Reagent (SPR) - Chemical

Description

Small particle reagent (SPR) is a suspension of fine molybdenum disulphide particles. It adheres to the fatty 
constituents of latent prints to form a white or black deposit. Although the process is sensitive, it is much more 
effective on fresh fingerprints than older ones. SPR spray application is suitable for all non-porous surfaces but is 
recommended for those that are wet and/or oily/greasy.

SPR may also be used on non-porous surfaces such as polystyrene foam, ceiling tiles, and packaging foam.
 

Reagent 

SPR is available in a pre-mixed form (white or black).  

Method

Control Print 
 

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. SPR is 
available in white or black. Ridge detail should appear to be white or black in color depending on the choice of the 
SPR. White can be seen here:

 
Application 

 
Items are processed in a fume hood or well-ventilated area.

SPR should be well-agitated before use and can be applied to an item or surface using the spraying, immersion,
cascading, or pooling methods (see reagent application techniques for a description of these methods).  

 
The item or surface may be rinsed immediately with water and is then allowed to dry. A light to moderate flow of 
rinse water will not dislodge the SPR particles.  

For outdoor application to very large items, such as a wet automobile, a dispenser spray head can be used.



Processing
____________________________________________________________________________________________________

Page 38 of 88 Revision # 2022.0 - Effective date: 6-13-2022

ALL PRINTED COPIES ARE UNCONTROLLEDApproval Authority: Director of Latent Print Unit

ID: LPU-SOP Approval Date: 6-3-2022

Visualization

The item or surface is examined for ridge detail under normal lighting conditions and any prints that are suitable for 
capture are photographed.  

Once satisfactory photographs have been obtained, the prints may be lifted if desired. If necessary, the impressions
can be lifted while the surface is still wet. However, it is easier if the surface can be allowed to dry.

 
Storage/Disposal 

 
Small Particle Reagent can be stored at room temperature in an air-tight container indefinitely or until a quality
control test no longer yields the expected results.

Excess solution can be disposed of down the drain with excess water.
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Fingerprint Powders - Physical

Description

Dusting with fingerprint powder is a common method employed to develop latent prints on non-porous materials.
Powders develop latent prints by adhering to moisture or substances such as grease and oil, which are common 
constituents of latent prints.  

 
Types of Powders 

Non-magnetic Powders

The most common types of powder used in the development of latent prints are black (left image) and white (right
image) non-magnetic powders. The color of the powder is chosen based on its contrast with the surface to be 
processed.  

Black and white powders are preferred for routine use, and it is recommended that colored powders be used only
when necessary.

Magnetic Powders 
 

Magnetic powders are similar in appearance to non-magnetic powders except that they are composed mainly of 
iron filaments and are applied with a magnetic applicator. These powders should not be used on metallic or magnetic
surfaces, or electronic devices.

Fluorescent Powders

Fluorescent powders may be useful on multi-colored materials when viewed with an ALS. A feather brush with a 
minimal amount of fluorescent powder typically provides optimal results. Fluorescent powders are not 
recommended for routine use.

Application

Sequence of Processing 
 

Powders should be used as a singular process, or as the last process in a sequence of processing.  
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If it has been determined that other latent print development methods are necessary, those methods should be
applied prior to the application of powder.  

Dusting 

Fingerprint powders are applied manually using either a conventional type brush such as a fiberglass brush or a
magnetic applicator for magnetic powders. Cotton batting can be used for large areas requiring processing.

The surface to be processed should be dry before applying powder.  

The powder should be applied carefully using small amounts and applying additional powder as needed. Care 
should also be taken not to use the brush too vigorously.

Visible prints (patent prints) may need to be photographed before dusting.

Collection and Preservation 

Photographing Developed Prints 

If it is uncertain that a developed latent print can be sufficiently lifted, it should be photographed to show its location
on an item’s surface, and an examination quality photograph should be captured of each latent before lifting is
attempted.  

 
Collecting Developed Prints 

 
Latent prints developed with powder may be lifted with three general types of fingerprint lifters: hinge lifts, gel lifts,
and casting lifts.

Latent prints collected with hinge lifts may be placed onto a card for collection. Latent print lift cards should be used 
whenever possible, but other suitable surfaces such as a blank piece of paper may be used to collect a lift if 
necessary, or the lifts can be folded onto themselves. Hinge lifts are recommended for use on smooth, flat surfaces 
such as mirrors and windowpanes.  

Gel lifts are recommended for use on slightly textured surfaces such as car dashboards and painted windowsills.
Powder is lifted with the adhesive gelatin surface and protected with the included clear acetate sheet. Case
information can be recorded on the back of the lift.  

For highly textured or curved surfaces such as golf balls and door handles, casting lifts are recommended. For
submittal, a latent print lift card containing case information can be attached to the lift as it dries or submitted
alongside the lift.

Marking Latent Lifts
 

Pertinent case information will be documented when lifts are made. This may include the incident number, lab case 
number, description of the surface from which the lift was taken, and the date and initials of the Criminalist collecting 
the lift(s).

When applicable, an indication of the orientation of the lift is marked on the lift card (example: an arrow showing the
“up” direction).
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4.4 Vacuum Metal Deposition Chamber - Physical 

Description

The vacuum metal deposition (VMD) chamber is a self-contained system that utilizes advanced vacuum
technology to develop latent prints on non-porous surfaces (such as plastic and glass), porous surfaces (such as
papers and magazines), and semi-porous surfaces (such as leather and vinyl). The VMD chamber deposits thin
layers of metal onto surface imperfections to visualize impressions.

Types of Metals

Gold (Au) – 1 piece required for a standard process. 

Zinc (Zn) – 1 pellet typically lasts 5-20 process runs, depending on the substrate.

Silver (Ag)/Sterling Silver (S. Ag) – 2-3 pieces of wire to start a process, adding more silver/sterling silver as/when
needed. 

Method

Control Print 

A control print can be placed on a suitable surface and processed simultaneously with evidentiary items. The control 
print is used to ensure that the vacuum process is working properly. The control print is placed in a visible location
in order to monitor development. Ridge detail should appear as seen below:

Gold/Zinc Silver Silver/Zinc

Chamber Operation/Metal Selection 

The Gold/Zinc process develops prints for many substrates and is the primary process that may be used; 
however, certain substrates may yield better results with a different metal process.  Silver/Sterling Silver may 
produce better results on surfaces such as glossy clear plastics and flexible food packaging.  Zinc may also be 
used alone to improve contrast after a primary metal process. 

The following steps are taken in the use of the VMD:

1. The item and control print are placed on or suspended from the magnetic retractable tray, secured with the
available magnets. 

Caution: Refer to the West Technology VMD560 User Guide for detailed 
safety precautions.
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2. The boats are checked for cracks. If damaged, the affected boat will be replaced (refer to User’s Guide). If
undamaged, the metal is placed in the appropriate boat.  The amount of metal required to develop impressions 
varies from item to item.  The front series of three boats are the same setup and design as the rear series of three 
boats.  The front three boats will process items located in the front half of the chamber and the rear three boats 
will process items located in the rear half of the chamber. 

3. The chamber is pumped to the correct pressure. Once this is completed, the display will automatically change
to the SOURCES screen.

4. The source in use is selected by the user.  The selected boat on the display will be highlighted red to show it is 
ready for evaporation of the source metal.

5. The development control dial is used to increase the evaporation current. The boat(s) should start to glow,
and the metal will heat up and start to melt.  Observation can be made through the tinted portion of the viewing 
window.  When the metal starts to evaporate, the development control dial will be adjusted according to the metal 
used:

Gold (Au) – (placed in the 1st and/or 4th boats) the development control dial is slowly adjusted until the piece of
gold wire completely evaporates; once evaporated, the development control dial is turned as far to the right as
possible (maximum level) for between 3-5 seconds, ensuring complete evaporation of all gold; the development 
control dial is then returned to the starting position (all the way to the left).  Ridge detail will not be observed; this 
process needs to be followed with the zinc process.

Zinc (Zn) – (placed in the 2nd and/or 5th boats) the development control dial is slowly adjusted until the piece of 
zinc is “seated” in the boat (previously used pieces of zinc will have already been “seated”); the development
control dial is adjusted until visible deposition is observed on the QC/evidence (a brief orange glow of the zinc 
may also be observed), and then the development control dial is immediately returned to the starting position and
the zinc boat on the sources screen is deselected; on the selection screen, the “cleaning” option is chosen and 
the gold boat is heated to maximum for 3-5 seconds.

Silver (Ag)/Sterling Silver (S. Ag) – (placed in the 3rd and/or 6th boats) the development control dial is slowly 
adjusted until the piece(s) of silver form a cohesive liquid; the development control dial is adjusted until visible
deposition is observed on the QC/evidence, and monitored until desired deposition is reached (evidence tray will 
have a color change from yellow to purple); the development control dial is then returned to the starting position
and the silver boat on the sources screen is deselected. 

6. If completing a two-step metal process, steps 4 and 5 are repeated to the desired enhancement.

7.  The chamber is returned to atmospheric pressure and the item can be removed and examined. 

Reference to the West Technology VMD560 User’s Guide and Application Guide should be made if any problems 
are encountered or questions raised for specific metals and/or items. 

Periodic cleaning of the evidence tray is required after every 3 to 5 runs, regardless of which metal deposition 
process is utilized. Additional cleaning of the chamber and chamber door may be necessary following the use of 
silver/sterling silver, followed by reapplication of vacuum grease to interior (viewing port, door seal, and LED light 
strips).  Chamber oil may periodically need to be changed and cleaned.  Only a specific vacuum pump oil will be 
used (Adixen by Pfeiffer vacuum oil). 
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The chamber is always placed into the vacuumed/pressurized state when not in use and prior to placing in
standby mode.

Visualization 

Items and the control print are periodically checked for development.

Items can be examined for ridge detail with light and/or an ALS. Any prints that are suitable for capture are
photographed. 

Latent prints developed with gold/zinc and silver/zinc are stable but single metal processed latent prints tend to be 
unstable and can deteriorate within 24 hours.  It is recommended that latent prints developed using a single metal 
process are photographed right away.

Additional processing techniques can be utilized before and/or after the use of the VMD. 

Storage/Disposal

The metals are stored in marked plastic containers at room temperature. 

There are no special disposal procedures for the metals.

The metals have no expiration date and can be used as long as the quality control test yields the expected
results.   
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4.5 BLOOD-STAINED SURFACES 

Occasionally, blood-stained items or items suspected of having traces of blood are submitted to the unit for latent 
print processing. Before processing, documentation of the appearance of the item and preservation of biological
evidence for serological/DNA analysis should be considered.

General Considerations

Documentation 

Documentation of reddish-brown stains may include photographs of stains with a scale and their relative position
on the item/surface. A sketch of the item showing the location of the stain may also be included.

Fixing Bloodstains for Processing

Since blood is water soluble, use of a fixative is needed to “fix” the impression to the underlying substrate prior to
application of any enhancement reagent. 5-Sulfosalicylic Acid (SSA) is the recommended fixing agent. Although
some of the blood enhancement reagents used within the LPU contain SSA, it is still recommended to pre-fix a print 
in blood with SSA before treatment with any enhancement reagent. This is particularly important with prints in a lot 
of blood.  

Sequence of Examination 

The following is the recommended sequence of examination and is in no way prescriptive as the sequence in which
all items of evidence will be processed. Processing techniques available and the order of their use may vary on a
case-by-case basis. The processing of items will be performed at the discretion of the LPU Criminalist.

Porous Items/Surfaces:
 Visual Examination 
 Inherent Fluorescence/Alternate Light Source 
 Ninhydrin/1,2-Indanedione/DFO
 Alternate Light Source 

Non-Porous Items/Surfaces: 
 Visual Examination
 Inherent Fluorescence/Alternate Light Source
 Cyanoacrylate Fuming 
 SSA  
 LCV/Acid Yellow 7/Fuchsin Acid (Hungarian Red)
 Alternate Light Source
 Amido Black 
 Rhodamine 6G/Ardrox 
 Alternate Light Source
 Powder(s)
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5-Sulfosalicylic Acid – SSA - Chemical

Description

Chemical fixing is a treatment to ensure that impressions in blood are not dissolved or washed away during the 
enhancement process. Impressions in blood are naturally fixed through aging, but that process can be accelerated 
with chemical treatment. Impressions in blood must be fixed to the substrate prior to any chemical enhancement.
Fresh impressions in blood can be damaged or destroyed if not fixed.

Reagent

5-Sulfosalicylic Acid is available in a pre-mixed form.  

Method 

Control Print

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. The result 
of this test is reflected in the QC Log alongside the chosen enhancement reagent. SSA is quality checked when the 
impression in blood does not dissolve or wash away when the enhancement reagent is applied.  

 
Application

Items are processed in a fume hood or well-ventilated area.
 

Application can be performed by immersing, cascading, spraying, pooling, or toweling (see reagent application 
techniques for a description of these methods).  

Areas with suspected blood stains should be continually exposed to SSA for a minimum of 5 minutes. Excess SSA
can be rinsed from the surface with water if desired.

The surface may be allowed to dry or may be blotted dry with a non-textured paper towel.  
 

Storage/Disposal 

SSA can be stored in an airtight container at room temperature.

The working solution has an indefinite shelf life.
 

Excess solution can be disposed of down the drain with excess water.  
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Fuchsin Acid (Hungarian Red) - Chemical

Description

Fuchsin Acid is a water-soluble dye that reacts with the proteins in blood to form a deep magenta colored product.
It can be further enhanced with the use of an alternate light source, which may prove to be useful on backgrounds 
that are dark or multi-colored. It can work well even if the item has been treated with cyanoacrylate fuming or LCV.
Impressions on non-porous surfaces may be stained and then transferred with a white gelatin lift and then further
enhanced with photography in the blue/green light range with the corresponding barrier filter. Bloodstains should
be fixed prior to development.

 
Reagent 

Fuchsin Acid is available in a pre-mixed form.  

Method

Control Print 
 

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. Ridge detail 
should appear to be magenta in color and may be visible under the ALS under various wavelengths with orange or
red barrier filters, as seen here:

 

Application

Items are processed in a fume hood or well-ventilated area.  
 

Blood impressions are fixed onto the evidence surface with 5-Sulfosalicylic acid fixer solution.  

A small area of the object or surface being processed can be tested with the reagent to check for excessive
background staining. If significant background staining occurs, a different enhancement reagent can be selected.

 
Application can be performed by the spraying, immersing, toweling, cascading, and pooling methods (see reagent 
application techniques for a description of these methods). The reagent should be left in contact with the impression 
for approximately 3 to 5 minutes.  
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Excess reagent is rinsed from the item or surface by immersing or rinsing with tap water and the surface is allowed
to dry.  

 
If lifting is necessary, a white gel lifter is placed onto the impression and should remain on the area for 15 to 30 
minutes.

Visualization

The item/surface is examined for ridge detail with white light, an ultraviolet light, or an ALS under various 
wavelengths (495-515nm) while viewing with an orange or red barrier filter.  

 
Any prints that are suitable for capture are photographed.

The gel lifter should be photographed within 30 minutes, since the lifted impression will diffuse into the gelatin.

Storage/Disposal 

Fuchsin Acid can be stored in an airtight container indefinitely.  

Excess Fuchsin Acid solution can be disposed of down the drain with excess water.
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Amido Black (Aqueous Base) - Chemical

Description

Amido Black is a protein stain particularly sensitive to those proteins present in blood. Amido Black is a safe, 
permanent procedure, which can be used on non-porous and in some instances, porous surfaces, and can work 
well even if the item has been treated with cyanoacrylate fuming or LCV. Bloodstains should be fixed prior to
development.

Reagent

Amido Black is available in a pre-mixed form.  
 

Method 

Control Print

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. Ridge detail 
should appear to be blue/dark in color, as seen here: 

 

  
 

Application 
 

Items are processed in a fume hood or well-ventilated area.

Blood impressions are fixed onto the evidence surface with 5-Sulfosalicylic acid fixer solution.

A small area of the object or surface being processed can be tested with the reagent to check for excessive 
background staining. If significant background staining occurs, a different enhancement reagent can be selected.  

 
Application can be performed by the spraying, immersing, toweling, cascading, and pooling methods (see reagent
application techniques for a description of these methods). The reagent should be left in contact with the impression
for approximately 3 to 5 minutes.

 
Excess reagent is rinsed from the item or surface by immersing or rinsing with tap water and the surface is then 
allowed to dry.  

 



Processing
____________________________________________________________________________________________________

Page 49 of 88 Revision # 2022.0 - Effective date: 6-13-2022

ALL PRINTED COPIES ARE UNCONTROLLEDApproval Authority: Director of Latent Print Unit

ID: LPU-SOP Approval Date: 6-3-2022

Visualization

The item/surface is examined for ridge detail with white light. Amido Black is extremely stable; however, developed 
impressions should be preserved photographically.  

Any prints that are suitable for capture are photographed.

For latent prints on a fluorescent background, use of an ALS at varying wavelengths can cause Amido Black stained
ridge detail to appear even darker, providing good contrast for photography.  

Storage/Disposal 

Amido Black stock solution can be stored at room temperature in a clear or dark airtight container indefinitely.

Excess Amido Black solution can be disposed of down the drain with excess water.
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Leucocrystal Violet (LCV) - Chemical

Description

Leucocrystal Violet is used to enhance and develop latent prints deposited in blood on non-porous and in some 
instances, porous surfaces. It reacts with the heme moiety in blood to produce a purple/violet color. Cyanoacrylate 
fuming may be detrimental to this process. Even though this reagent contains a blood fixative, fixing with SSA 
should occur prior to development. Various protein stains, such as Acid Yellow 7, Hungarian Red, and Amido Black,
can be used AFTER the LCV process. Blood impressions should be completely dry before processing.

Reagent 
 

Leucocrystal Violet is available in a kit form. Mixing Instructions are as follows: 
 

“Part 2” contents are added to the bottle marked “Part 1.” The “Part 1” bottle is recapped and shaken well for several
minutes.

“Part 3” contents are added to the “Part 1” bottle. The “Part 1” bottle is recapped and shaken well for several 
minutes.  

Method 

Control Print

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. Ridge detail 
should appear to be purple in color, as seen here: 

 

Application 
 

Items are processed in a fume hood or well-ventilated area.

Blood impressions are fixed onto the evidence surface with 5-Sulfosalicylic acid fixer solution.
 

Application can be performed by the spraying, immersing, toweling, cascading, and pooling methods (see reagent 
application techniques for a description of these methods). Development should occur within approximately 30 
seconds.  



Processing
____________________________________________________________________________________________________

Page 51 of 88 Revision # 2022.0 - Effective date: 6-13-2022

ALL PRINTED COPIES ARE UNCONTROLLEDApproval Authority: Director of Latent Print Unit

ID: LPU-SOP Approval Date: 6-3-2022

Excess LCV may cause the background to turn purple due to photoionization that may obscure the impression,
thus, excess LCV should be rinsed with water and the surface allowed to dry.  

 
Visualization

The item/surface is examined for ridge detail with a white light. Latent prints developed with LCV reagent will be a
purple/violet color.

 
Any developed print suitable for capture should be photographed as soon as possible due to the possibility of 
photoionization.  

For latent prints on a fluorescent background, use of an ALS at varying wavelengths can cause LCV-stained ridge
detail to appear even darker, providing good contrast for photography.

Storage/Disposal 

 
LCV kits stored at room temperature will remain useful for a year or more. Once the kit has been prepared, the

solution will remain useful for 3-6 months if kept in a dark bottle and refrigerated.

Pre-mixed LCV solutions can be used until a quality control test no longer yields the expected results.  
 

Excess LCV solution can be disposed of down the drain with excess water.  
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Acid Yellow 7 - Chemical

Description

Acid yellow 7 is a protein stain that results in a yellow fluorescent coloration. It is used to enhance the detail in faint
prints in blood and will not develop areas of latent prints that contain only the normal constituents of latent print 
residue. Due to its fluorescence, it is particularly useful on dark backgrounds. Acid yellow 7 should only be used on 
non-porous surfaces and can work well even if the item has been treated with cyanoacrylate fuming or LCV. Fixing 
of blood impressions with SSA should occur prior to development with Acid Yellow 7.

Reagent

Developer
2g Acid yellow 7
100ml acetic acid
500ml ethanol
1400ml distilled water 

Acid yellow 7 is added to the acetic acid.
This solution is combined with the ethanol.
Distilled water is added.  
The solution is placed onto a magnetic stirrer and stirred for at least 30 minutes.  

Rinse
100ml acetic acid
500ml ethanol 
1400ml distilled water 

Chemicals are combined as above.
 

The developer and rinse solutions are prepared in the Crime Laboratory.  
 

Method 

Control Print 

A test print is processed at the first use of the day to ensure that the desired reaction is being obtained. Ridge detail
should be visible under the ALS at various wavelengths with yellow or orange barrier filters, as seen here:

 
 

Caution: not recommended to be 
applied by spraying
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Application
Items are processed in a fume hood or well-ventilated area.  

 
Blood impressions are fixed onto the evidence surface with 5-Sulfosalicylic acid fixer solution.  

Application can be performed by the immersing, toweling, cascading, and pooling methods (see reagent application
techniques for a description of these methods).

The solution should be in contact with the impression in blood for approximately 5 to 10 minutes.  
 

Excess Acid yellow 7 is washed from the surface using the rinse solution. The rinse solution may need to be applied 
several times in order to reduce the background staining and achieve the greatest contrast.

The surface is then allowed to dry.

Low contrast prints may be improved by retreatment with Acid yellow 7. The above procedure is followed but the 
fixing stage is omitted.  

 
Visualization

The item/surface is examined for ridge detail with an ALS under blue to blue-green light (400-490nm) while using a
yellow or orange barrier filter.  

 
Any prints that are suitable for capture are photographed.  

Storage/Disposal

Acid Yellow 7 developer and rinse can be stored in a clear glass bottle for 6 months or until a quality control test no
longer yields the expected results.  

 
Excess Acid Yellow 7 developer and rinse solutions must be disposed of down the drain with excess water.  
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4.6 ADHESIVE SURFACES 

Items comprised of adhesive surfaces are frequently encountered in the laboratory as well as in the field. Special 
reagents exist to target latent print residues on such surfaces. These reagents, to include previously mentioned
reagents like rhodamine, can be applied to the adhesive side of items such as tape, labels, stamps, etc.

General Considerations

Methods of adhesive release 

There are various methods available to Criminalists for releasing an adhesive surface from another surface. These
methods include freezing with Liquid Nitrogen, soaking with Un-du, applying heat with a blow dryer or other heat
source, and manual separation. Liquid Nitrogen is recommended for use on strong adhesives such as duct tape,
while Un-du is recommended for use on weaker adhesives, such as masking tape. Precaution should be exercised 
when choosing an adhesive release method and a quality control test with a similar tape type should be performed 
before application in casework. Cyanoacrylate fuming of any non-adhesive, non-porous surfaces should take place 
before (and possibly after) the use of an adhesive release method.  

Additional testing

Prior to processing adhesive surfaces, Criminalists should be sure that there are no requests for additional testing 
(example: DNA, trace, etc.). If such requests have been made, the Criminalist should consult with the customer and
the Crime Laboratory before proceeding. 
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Wetwop - Chemical

Description

Wetwop is a pre-mixed liquid used to develop latent prints on adhesive surfaces. It is particularly effective on the 
adhesive side of tape; however, it can also be used on latex and Styrofoam surfaces.  

 
Note: Latent prints may be recovered from the non-sticky side of tape. Thus, tape should be processed with
cyanoacrylate fuming prior to processing the adhesive side of tape, so that latent prints are preserved.

Reagent 

Wetwop is available in a pre-mixed solution (White or Black).  
 

Method

Control Print
 

A test print is processed at the time of use to ensure that the desired reaction is being obtained. If possible, the test 
print should be placed on a similar type of tape. Wetwop is available in white or black. Ridge detail should appear 
to be white or black in color depending on the choice of the Wetwop. Black can be seen here: 

Application

Adhesive surfaces are separated using one of the previously described methods. The Wetwop container is well
shaken, and a small amount of the reagent is poured into a secondary container. Using a brush, Wetwop is painted 
onto the adhesive side of the surface being examined. The mixture is left on the adhesive surface for approximately 
15 seconds. Wetwop solution is rinsed off with running tap water or by gently agitating the item in a bowl of water.
If additional contrast is needed, the above steps are repeated.

Visualization
 

Any prints that are suitable for capture are photographed.  
 

Storage/Disposal 

Wetwop pre-mixed solution has an indefinite shelf life. The working solution should be disposed of after each use,
with excess water, down the drain.
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4.7 POST PROCESSING PROCEDURES 

At the conclusion of processing items in the laboratory, case identifying information should be added to the surface 
of the item, if space and surface type allows, using indelible ink. Information should include the incident number,
lab case number, the date of repackaging, the Criminalist’s initials, and the item’s number.

Items should be placed into a compatible sized heat-sealed bag, with the Criminalist’s initials and the date written
across both sealed ends. The case identifying information listed above is added to the heat-sealed bag as well as 
a caution statement if hazardous chemicals have been applied.  

The heat-sealed bag(s) along with any original proximal packaging are then placed into the item’s original outer
packaging. Evidence tape is applied to the open end, and the Criminalist’s initials and the date are recorded across
the seal. Packaging tape is then used to cover the evidence tape and any unsecured openings of the package. If
an item is processed with hazardous chemicals, a caution sticker will be applied to the outermost packaging in a 
visible location.  

Special Circumstances 

Firearm Related Evidence

Any portion of a firearm needed for an operability examination by the Firearms Analysis Unit should be placed back 
into the original outer packaging without being placed in a heat-sealed bag. Cartridges and cartridge cases (if 
processed) do not need to be individually marked with case identifying information.  They can be placed back into 
their original packaging for resubmittal to the Firearms Analysis Unit. If there is no request for processing of the 
cartridges or cartridge cases, they will remain within their original packaging.

Biohazards
 

Items posing a biological hazard should be marked as such by placing a biohazard warning sticker on the outermost 
packaging in a visible location. If there is a question concerning how best to repackage a contaminated item, the 
Crime Laboratory should be consulted.

Adhesive Surfaces

When repackaging any adhesive surfaces, it is generally recommended to use acetate sheet protectors as the 
proximal packaging before placing the item into a heat-sealed bag. If adequate acetate sheet protectors are 
unavailable, a heat-sealed bag can be used in their place.  

Lifts

Hinge, gel, and casting lifts do not require packaging in a heat-sealed bag and can be placed directly into envelopes
or another suitable container.  

4.8 MIDEO
 

Processing examinations will be recorded in Mideo and generated through the system.  The processing worksheet 
is a required worksheet and will be saved to the system upon completion.  In the event that Mideo is not functioning, 
hardcopy worksheets may be utilized.  The hardcopy worksheets can be found on the quality drive. 

All required field sets must be completed.  A representative image of the evidence will be uploaded to Mideo. 
 

Photo logs will not be required.  Simplified metadata descriptions will be added to items and latent prints in the SAN.
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4.9 MAINTENANCE PROGRAM

The Unit does not designate any equipment as critical. The equipment is serviced on an as needed basis.  The 
hoods are inspected annually with the scheduling assistance of the Crime Laboratory.  This program of maintenance 
is updated and recorded in the LPU equipment database by members of the Unit.  Additionally, a Criminalist is
designated as the Equipment Database Manager with a second Criminalist as a back-up.  All equipment is reviewed 
as part of an annual equipment database maintenance check. 

4.10       CONFLICTS & WORKFLOW 

Conflicts can arise where a reviewing Criminalist may have a differing conclusion than the original Criminalist. This 
may occur during the actual processing of the items or upon review of the case record. The reviewing Criminalist
may determine there is additional ridge detail on an item that is suitable for capture. The original Criminalist has the 
opportunity to re-examine the item and may agree with the reviewer upon additional examination. 

The following steps should be taken to ensure that these conflicts are resolved effectively and
expediently: 

 The conflicting Criminalists should discuss the issue and attempt to resolve the matter to all relevant parties’
agreement.

 If the Criminalists reach a resolution, a notification via email will be made to a Criminalist IV/Director of the
conflict.

 If the Criminalists cannot reach a resolution, the discussions should include the Director of Quality, the
Director, and/or a Criminalist IV. An independent Criminalist not already associated with the case will be
consulted and the two Criminalists in agreement will sign off on the case.

 When a decision is reached, it must be clearly communicated to all relevant parties involved.
 

Documentation is required in all situations. 
 
Mideo will track all conclusion changes in the system. A Criminalist IV and/or the Director will be notified.  
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5.  CRIME SCENE 

The LPU offers its service to process crime scenes and/or vehicles on an as needed basis. All Criminalists must
have the proper education, training, and experience before being placed on the Crime Scene on-call list. Since
each crime scene is considered unique, Criminalists should use their overall education, training, and experience
when deciding how to best process any crime scene.

5.1  Callout Guidelines 

The crime scene list contains contact information for the LPU Criminalists (I – IV). The Criminalist at the top of the 
list will remain there for a period of one week. After the one-week period that Criminalist will move to the bottom. It 
is the responsibility of the Criminalist on top of the list to make arrangements with another Criminalist if he/she is 
unavailable during that time period. The Director will always be placed at the bottom of the list when all other 
Criminalists are unavailable for a crime scene callout or in cases where there is an emergency in the laboratory 
during off hours. The list will be sent to the Operations Division, the Crime Scene Response Unit, and the Homicide
Unit as updated. It is the responsibility of all Criminalists to know which Criminalist is currently on call.  

Whenever possible, two qualified Criminalists should respond to crime scenes. Three Criminalists may respond to
a scene if one of the Criminalists is in the training program. Depending on the nature and size of the scene,
additional personnel may respond at the discretion of the responding Criminalists. Once Operations calls out a
Criminalist to respond to a scene, that Criminalist is responsible for calling out additional Criminalists. The
Criminalist receiving a call from Operations is not required to go down the list in order to find a second qualified
Criminalist to assist in processing the scene. The activity log may be utilized to determine the frequency of response
by all Criminalists. A rotation for response is the goal to ensure that all Criminalists are given the opportunity to
assist at a scene. If a Criminalist who is not on top of the list receives a call from Operations, that Criminalist should
ask Operations if he/she called the on-call person. If a Criminalist receives a call out request directly from a
customer, it is the responsibility of that Criminalist to call the Criminalist on the top of the list. The Criminalist
receiving the call on off hours should remind the investigator to call Operations in the future.

Notification will be made to the Director/designee regarding the following: 

 When a response to a scene is requested and response is made
 Names or initials of Criminalists responding 
 When scene is completed

5.2  Vehicles 

The unit is assigned vehicles for responding to scenes. The vehicles should be operated in a safe manner. All
Criminalists are responsible for stocking the vehicles with the proper supplies and monitoring the fuel levels.  

   
5.3  Notification and Request for Services     

Requests for crime scene processing services may come from the Operations Division, directly from the customer,
or from the Crime Scene Response Unit. If a Criminalist is contacted by the Operations Division, he/she should 
contact the customer directly to ensure the proper supplies and equipment are brought to the scene.  

Common questions to ask the investigator prior to departing for the scene include, but are not limited to:

 Is it an indoor or outdoor scene? 
 What type of incident is it?
 Is the body on scene? 
 What types of evidence are we looking for? 
 Does the scene appear to be cleaned?
 Do we need to chemically enhance any possible bloody prints? 
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 Do we need to bring the alternate light source? 
 Are there any other special considerations? 

5.4  Crime Scene Documentation 
    

The crime scene notes (templates located on the quality drive) can be supplemented with photographs, sketches,
and/or videos. Crime scene notes begin the moment the Criminalist receives the request to respond to the scene.
All crime scene documentation shall be written in permanent ink, with the exception of extreme weather conditions
such as heavy rain and/or subfreezing temperatures. Each page of notes and/or rough sketches shall be marked
with the incident number, case number, date, the note taker’s handwritten initials, and page number. Crime scene
worksheets are available and should be utilized for documentation of the scene.

General information/observation includes, but is not limited to, the following:

 Date and time of notification 
 Location of the incident 
 Date and time of arrival
 Weather (if applicable) 
 Personnel present that are interacting with the forensic units at the scene
 General observations
 Both negative and positive results of examinations/searches  

 
The Evidence Log includes, but is not limited to, the following information/observations: 

 Cone number (if applicable) 
 Evidence letter or identifier
 Initials of collector(s) 
 Time of collection and date (if not same as start date)
 Brief description of the item
 Location from where the item was collected 

In instances where no evidence is collected and/or no processing was conducted at the scene, a case record will
be generated for the notes and when necessary, a report may be created. When processing is completed, a report
will be generated.
Notes will be entered into the LIMS crime scene panels under the i#. Handwritten notes will be added to the case
record.  
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6.  COMPARISON 
 

6.1  LATENT PRINT FUNDAMENTALS 

Latent print examinations involve the discovery, development, enhancement, documentation, and preservation of
residue impressions deposited by contact of friction ridge skin with an object and the comparison of such
impressions to the exemplar reproduction of friction ridge skin known to belong to a specific individual. “Latent
prints” is a generic term of general acceptance but may refer to any of the following:

o Latent, Patent, and Plastic Impressions
o Fingerprints, Palm prints, and Plantar prints
o Chance Impressions and prints of unknown origin

The purpose of latent print examination is to determine the origin of the preserved impression while operating within
an established and accepted protocol. Friction ridge impression examinations are conducted by Criminalists using
the Analysis, Comparison, Evaluation, and Verification (ACE-V) methodology, which includes both qualitative and
quantitative aspects. ACE is not generally applied as a strictly linear process because it may include a return to any 
previous phase. Application of ACE includes observations, measurements, assessments, decision making, and 
documentation, which are enabled by the education, training, skill, and experience of the Criminalist.  

The examination of friction ridge impressions and the resulting conclusions are based on ridge flow/patterns/shape
(level 1); ridge paths, the location, direction, and spatial relationships of minutiae (level 2); and ridge/pore structure
(level 3). The analysis phase leads to the determination of either suitable or not suitable (no value) for identification 
purposes. The comparison phase is a side-by-side comparison of friction ridge impressions.  The evaluation phase 
leads to the following conclusions: identification, exclusion, or inconclusive.  

Foundation for Friction Ridge Examination 

Skin
The morphology of friction ridge skin is unique and the arrangement of friction ridges is persistent barring trauma
to the basal layer of the epidermis. An impression of the unique details of friction ridge skin can be transferred
during contact with a surface. An impression that contains suitable quality and quantity of friction ridge detail can
be identified to, or excluded from, a source. Impressions may display features of varying quality (clarity of ridge
features) and specificity (weighted values and rarity).

Criminalist
The Criminalist gains expertise in the analysis and comparison of friction ridge impressions through training and
experience. Casework involves analyzing and comparing latent print impressions with known impressions from the
relevant population.  Suitability is the Criminalist's determination that the quality and quantity of the friction ridge 
impression is adequate and contains unique details such that the source could be identified.  Macro and micro 
features are utilized through the analysis and comparison process. 

Levels and Use of Friction Ridge Skin Detail for Examination 
Level One Detail – Macro  

 
Overall ridge flow/shape 
General morphology (example: overall size) 
Can be used for pattern interpretation 
Can be used to determine anatomical source (example: finger/palm/foot/toe) and orientation 
Can be used to exclude in high quality impressions  
Cannot be used alone to identify

Level Two Detail – (Micro) 

Individual ridge path 
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Presence of minutiae (example: ridge ending, bifurcation, dot)
Absence of minutiae (example: continuous ridge, open field)
Compound minutiae (example: enclosures, cross-overs, spurs, opposing bifurcations) 
Obscured ridge path feature (example: when a single ridge flows into a visually obscured area and 2 ridges emerge)
Ridge path morphology (example: length of a ridge, angle of bifurcation opening) 
Used in conjunction with level one detail to identify or exclude 

Level Three Detail – (Micro) 

Structure/condition of individual ridges 
Shape of the ridges and pores 
Relative pore position 
Other specific friction skin morphology (example: ridge breaks, etc.) 
May be used in conjunction with level one and/or level two detail to identify or exclude 

Additional Features – (Macro and Micro)

Other features associated with friction ridge skin (example: presence of incipient ridges, creases, wrinkles, scars,
warts, paper cuts, blisters, etc.)
May be permanent or temporary
May exist as level one, two and three detail
May be used in conjunction with friction ridge detail to identify or exclude

Criteria for Identification

SWGFAST – Standards for Examining Friction Ridge Impressions and Resulting Conclusions (Document #10)
states the following: 

“The use of a fixed number of friction ridge features as a threshold for the establishment of an identification is not 
scientifically supported.” 

Sufficiency for Conclusions 

Sufficiency is a subjective interpretation of the quality and quantity of the objective data observed in the 
impression. As the quality of an impression increases, the need for quantity of friction ridge features decreases, 
as well as the inverse. 

Quality is the assessment of the clarity of ridge features. Generally, as quality increases so does the discernibility
and reliability of the ridge features. Quality may not necessarily be consistent throughout the impression.

The level of quality determines the degree of tolerances that will be used during the comparison process. High
quality will lead to low tolerances and conversely low quality will require high tolerances.

Quantity is the number of ridge endings, bifurcations, and dots (minutiae) in contiguous ridges, determined
without any reference to known impressions. Level 2 detail encompasses more than minutia counts (including
the ridge path, areas with open fields, and selectivity of minutiae).
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The sufficiency graph depicted serves as a guideline only.  Each latent print is unique and may not fall within the 
prescribed areas of the graph.  In the above figure, the solid curve in the graph defines the lower limit of the 
sufficiency of friction ridge details below which, in the area marked A, an identification decision may not be clearly 
supported. The dotted curve indicates the boundary between levels of complexity (complex versus non-complex). 
In the area marked B, the examination is considered complex, and an identification may be supported. In the area 
marked C, the examination is considered non-complex, and an identification may be clearly supported.

6.2 COMPARISON CASE STRATEGIES

Procedure I

An identification of one latent print in the case or one latent print per item to one or more listed subjects can be
provided to the customer before completing analysis on all latent prints. In some cases, analysis of the remaining
prints may not be performed.

Procedure II

The Customer has reasonable cause to request that more or all latent prints in the case be compared against the 
subject(s). The Criminalist will complete the examination for trial upon request from the Customer. Re-lifts or 
additional photographs of the same latent print do not have to be compared provided the original lifts or photographs
are suitable for identification purposes and compared. If the probative location cannot be determined, the Criminalist 
may examine all suitable latent prints. To conclude that no identifications exist, all of the suitable latent prints in the 
case shall be compared to each subject, provided that appropriate exemplar prints are available.  

Additional Considerations 

The LPU will not make additional comparisons to any latent prints that have been previously documented and 
reported as identifications when the originating Criminalist and/or verifier are available for testimony. Any request



Comparison
____________________________________________________________________________________________________

Page 63 of 88 Revision # 2022.0 - Effective date: 6-13-2022

ALL PRINTED COPIES ARE UNCONTROLLEDApproval Authority: Director of Latent Print Unit

ID: LPU-SOP Approval Date: 6-3-2022

made to compare identified latent prints to a new set of known impressions/major case impressions will be denied.
This request will be re-directed to the CSRU as a ten print to ten print comparison. Communication regarding this
request will be documented in case correspondence. 

Ten print to ten print/post mortem comparisons and/or AFIS search requests of ten prints/post mortems, must first 
be directed to the CSRU.  The LPU may be able to assist with these comparisons and/or AFIS searches when
requested by the CSRU or the Homicide Unit.   

6.3 METHOD OF FRICTION RIDGE EXAMINATION (ACE-V)

The ACE-V methodology of friction ridge impression examination utilizes a qualitative and quantitative assessment
of Level 1, Level 2, Level 3 details, and additional features. The ACE-V methodology is applied to examinations
and comparisons of friction ridge impressions (example: latent to known, known to known, etc.).

Analysis (A)

Analysis is the assessment of a friction ridge impression to determine suitability for identification. Friction ridge 
impressions lacking value for identification are not further compared. Factors considered to determine suitability
include the following: 

 Quality (clarity) and Quantity of detail 
 Level One Detail 
 Level Two Detail
 Level Three Detail 
 Additional Features 
 Pattern Classification 
 Anatomical Source 

o Finger (abduction/adduction of digits) 
o Palm (hand flexion)
o Foot

 Possible Simultaneity
 Factors influencing quality include but are not limited to:

o Residue/matrix
o Deposition (pressure, shearing stress, or torque)
o Surface/substrate (angle of contact)
o Environment
o Development medium
o Preservation method
o Condition of the friction skin (adolescent growth, aging, injury or disease)

As stated in the Quality Manual (Section 7.2.1.1.2), all test methods that involve the comparison of an unknown to 
a known require the evaluation of the unknown latent(s) to identify characteristics suitable for comparison prior to 
comparison to one or more known exemplar(s).  Analytical images (which could be just the grayscale image) will 
be created and saved to the SAN.  Criminalists may utilize a variety of colored markings to memorialize the features 
depicted in the latent print that supports their determination of suitability for identification. 
                  

Comparison (C) 

Comparison is the direct or side-by-side observation of friction ridge detail to determine whether the detail in two 
impressions is in agreement based upon similarity, sequence and spatial relationship.  

Criminalists compare impressions in a recurring process to evaluate disagreement or agreement. Comparison
begins by determining if level 1 details are within tolerance. If so, a target group of level 2 and/or level 3 features
is selected from the unknown impression and searched for in the known impression. Alternative target groups
may be selected and compared. If similarities are found, additional adjacent features are compared and
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assessed. A culmination of the agreements or disagreements observed between the impressions initiates the
evaluation phase.

At times, a Criminalist may compare latent prints that have limited quality and/or quantity of information. This may 
include complex latents with low specificity of features and/or significant distortion. A Criminalist may encounter 
identifications that pose more of a challenge to reach a conclusion. Such an identification may require: 

o The presence of an unusual combination of level two detail, a rare ridge characteristic, scarring, level three
detail, or equivalent.  
 
AND/OR 

 
o The concurrence of two other qualified Criminalists based upon direct or side by side comparison of the 

latent print and the exemplar print. Prior approval by the Criminalist IV/Director must be obtained for 
consultation with a qualified latent print analyst outside of the Unit.

Comparison images with annotations depicting the detail supporting the evaluation will be saved to the SAN.

Exemplar Prints

Exemplar prints are of an individual associated with a known or claimed identity and deliberately recorded 
electronically, by ink, or by another medium (also referred to as “known” prints). Exemplar prints are not
considered evidence and copies/representations are retained (with the exception of inked elimination
prints) within the case record as documentation.  Contemporaneous exemplars should be utilized when 
available in the case.

Major case impressions and post-mortem impressions utilized in comparisons are scanned and/or
photographed and uploaded to the SAN.  Inked exemplar prints that are stored in the unit are considered 
originals. If exemplar prints are submitted as an evidentiary item number, the item will be transferred into
LIMS as a safekeeping item and the barcode will be covered.

Exemplar ten prints are typically printed by the following means: 

 Massachusetts State Police Database (MORPHO State)
 Repository for Integrated Criminalistic Imaging (RICI) 
 Personnel ID System (PICS) 
 Federal Bureau of Investigation Database (MORPHO Federal)

Exemplar prints may be received in the form of: 

 Inked Ten Prints/Elimination Prints 
 Digital/Livescan Files
 Post-mortem Prints 
 Major case impressions

Exemplar prints submitted to the unit for comparison purposes may be submitted back to the originating
agency/customer/major case files with a copy of the exemplar prints retained in the case record. Original 
elimination prints may be retained in the case record.

Criminalists conduct quality checks of exemplar prints provided to ensure:

 Electronic capture errors are not present in Livescan files 
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 Rolled vs. Flats are in agreement
 Right vs. Left are documented in the correct order/designation/labeled card
 Demographic information is present (minimum of a name) 
 MA SID number and/or a CR # is documented (if applicable)
 Arrest date (if applicable)
 Additional exemplars received bearing the same name has consistent ridge detail depicted 

in previous cards obtained

Evaluation (E)

Once the examination progresses from the comparison phase into the evaluation phase, it is determined whether
or not the information is sufficient to form one of the three conclusions or return to the analysis phase and
reassess suitability.

Evaluation is the formulation of a conclusion based upon analysis and comparison of friction ridge impressions.
Conclusions that can be reached are:

Identification
An identification is the determination that two friction ridge impressions originated from the same source because
there is sufficient quality and quantity of corresponding information such that the examiner would not expect to see
the same arrangement of features repeated in another source.  

 
Exclusion 
Exclusion is the determination that two friction ridge impressions originated from different sources because there is 
sufficient quality and quantity of non-corresponding information.   

When the impressions are determined to be high quality with unambiguous features (plain impression depicting 
clear level 1 detail), an exclusion is warranted. For example, when the unknown impression is an arch pattern and 
the specific known impression under consideration is a whorl pattern (see images below).   

                                     

Images courtesy of SWGFAST – Standards for Examining Friction Ridge Impressions and Resulting Conclusions (Document #10)

There are exceptions to excluding on level 1 alone. Instances where, due to an accident, disease or intentional
disfigurement, fingerprint patterns or ridge flow may change by taking on the appearance of a different pattern or
ridge configuration. Examiners coming to exclusions based on Level 1 detail must be aware of these phenomena
and account for their influence as part of the decision-making process.
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For all other latent print impressions, a Criminalist will come to the decision of exclusion only after the following
criteria are met:

 That all necessary anatomical regions are clearly recorded for comparison within the exemplar prints.

 Level one and level two detail must be used in conjunction to reach an exclusion decision.  
  

 Level one: A core and/or delta is ideal. Major creases, a vestige, funnel area, or any distinctive
ridge flow that anchors the anatomical location of the latent print.

 Shape of the latent print, ridge flow, creases, position on the evidentiary item, and neighboring 
ridge detail can all assist the Criminalist in determining the anatomical region.

 Level two: Target a group of level two ridge events with a specific spatial relationship to the level 
one feature. Do not dismiss open field areas that also have a specific spatial relationship to the 
level one feature.  

 
 A tolerance should be set for anatomical region and distal orientation when conducting an analysis

of the above listed detail. A Criminalist should take into consideration that the latent print is a 
different orientation or that there is a variation in appearance of the level one and two detail.  

 
 Anatomical uncertainty may arise even when you have distinct detail present in the latent print.

The Criminalist must search every possible anatomical region in every possible orientation and
ensure that each is tracked within the analytical images and/or case notes.

 Criminalists should consider the substrate the print was recovered from in regard to correct 
orientation (example: adhesive surfaces where the impression could be mirrored).

 The Criminalist will use more than one target group of level two detail before reaching a conclusion of
exclusion.

 Target groups: These features are relatively unique, selective, and easy to spot (example: 
enclosures, short ridges, over-unders, ridges facing opposite directions, etc.) 

 
 The first target group may not be captured in the exemplars and/or the Criminalist may miss 

seeing the initial target group. When there are differences at multiple target groups, the sufficiency 
for exclusion will be supported.  
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Exclusions can be made by a physical comparison (as noted above) or deduced when an impression is identified
to another individual. When an exclusion is deduced, it is simply referring to the sample group that was considered.

 
Inconclusive 

 
Inconclusive evaluation can result when a Criminalist is unable to identify or exclude the source of an impression 
due to the areas of the known exemplar prints having incompletely recorded ridge detail or the ridge detail is not 
suitable to allow for a complete comparison. In this instance, the impression needs to be reexamined using clear 
and complete known exemplar prints.  

 
Inconclusive evaluation can result when a Criminalist has completed an exhaustive search of the latent print 
impression and the known exemplars, and the latent print impression is neither identified nor excluded as originating 
from the same source. An inconclusive conclusion will be made when all of the above listed exclusion criteria cannot 
be met.  

Inconclusive with similarities - Investigative Information

Inconclusive evaluation can result when a Criminalist has completed a comparison with a specific finger or palm
and similarities are observed but no identification can be effected. This information is being reported out as potential
investigative information only; the evidentiary value may be limited.

When an inconclusive with similarities conclusion has been reached, the latent and known comparison images will
be saved for the case record and will include “SIM” in the title. Comparison decisions made prior to the inconclusive
with similarities decision will be included in the report. If additional subjects were not compared, that will be reflected
in the report.

 
Verification (V) 

Verification is the independent application of the ACE process utilized by a subsequent examiner to either support 
or refute the conclusions of the original examiner. 

A verification will be conducted on all reported identifications, exclusions, and inconclusive with similarities
conclusions. Verifiers are held to the same level of responsibility as the original Criminalist on the case. It is the 
verifier’s responsibility to ensure that the original Criminalist followed all procedures, did enough testing, and 
reached the best conclusion for the data given. Verifiers do not try to confirm the conclusion but instead attempt to 
falsify the original Criminalist’s evaluations.  

 
The verifier’s images will be the supporting documentation for the conclusion reached.

The verifier may be made aware of the verification via email. This email acts as a notification only and is not
considered a part of the case record. A request may be received by the verifying Criminalist to conduct a 100%
verification on all latents.

Latent to Known Comparisons
Verifications may be conducted on any conclusions (example: inconclusive, not suitable for identification purposes).
A verification consists of the verifying Criminalist having access to the known exemplar(s), latent print(s), and
conclusions of the original Criminalist. The verification process in no way inhibits the verifier’s independent analysis,
comparison, and evaluation.

The latent and known image(s) needed for the verification process can be accessed through the SAN.  Any known 
impression cards not uploaded to the SAN at the time of verification will be provided in physical form to the verifier. 
A verification folder will be created on the SAN by the verifying Criminalist containing annotated images produced 
by the verifying Criminalist. This folder will be named by using the verifier’s initials and the word ‘verification’ 
(example: AA verification, KM verification). These images will be locked and included in discovery packets.  
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Post-Mortem Impressions/Ten Print to Ten Print Verifications (Requests from Homicide/CSRU)

A verification process will be conducted on conclusions of identification and exclusion with post-mortem impressions 
and ten print impressions. A representation of both ten print cards will be retained as a part of the case record. 
Comparison images created by the original Criminalist may be retained in an analytical folder found on the SAN. 

Verifications will follow the same image workflow as stated above. 

Double Verification 

Latent to Known Comparisons 
Double verifications may be conducted on single latent print identifications. These may include those generated by 
AFIS, when the latent print has limited quality/quantity of information, or both. These verifications will be conducted 
by two different Criminalists.  Double verifications can be requested for any conclusion at the discretion of the 
originating Criminalist.

Double verifications on identifications will follow the same image workflow as stated for open verifications.

Blind Verification

Latent to Known Comparisons
Blind verifications will be utilized for conflict resolution and may be completed on any type of conclusion(s). These
may include single latent print identifications to include those generated by AFIS, when the latent print has limited
quality, quantity of information or both. In a blind verification, the Director/Criminalist IV (not involved with the case)
will assign the verification and provide the latent print(s) and known exemplar(s). The original Criminalist’s
conclusion(s) and supporting documentation will not be provided.  

The Director/Criminalist IV will create a folder on the SAN for the verifying Criminalist which will contain the latent 
print(s) and known exemplar(s) without case information included.  The verifying Criminalist will save analytical
images in the same manner as stated above in a ‘blind verification’ folder.  The images will be utilized to document 
their conclusion(s) without accessing any case information until the examination has been completed. 

If a discrepancy between the evaluations of the original and verifying Criminalist(s) is found during the verification 
process and no agreement is made see Section 6.5.  

Consultations

Criminalists are encouraged to foster a culture of openness and discussion regarding the comparison of latent
prints. Most discussions regarding latent print comparisons do not rise to the level of consultation and will not need
to be documented as part of the case record. 

Consultations may be performed in certain situations, including the following:  

 assess the suitability of a specific latent print(s) for comparison
 assess the suitability for an AFIS search 
 evaluate a specific latent with a known impression

Consultation requests are made after the original Criminalist has recorded their preliminary observations
(annotations on images) and findings (suitability/conclusions).  These observations and findings shall not be 
provided to the consulting Criminalist.   

When the consulting Criminalist contributes to a decision being made by the original Criminalist, it will be 
documented in the case record. Documentation may include, but is not limited to the following: 

 specific latent print(s) reviewed
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 the topic and result of the consultation 
 date(s) of consultation and consulting Criminalist identifier 
 consulting Criminalist images

The consulting Criminalist will NOT be the verifier or the arbitrary (3rd) Criminalist in the event that no agreement is
reached.

Evaluation Change 

Review of conclusions may lead to the verifier producing a differing conclusion than the original Criminalist (e. g.
insufficient ridge detail for identification vs. sufficient ridge detail for identification, identification vs. inconclusive, or 
exclusion vs. inconclusive). The original Criminalist has the opportunity to re-analyze the latent and may agree with 
the verifier upon the additional analysis.  

A Criminalist IV and/or the Director will be notified. If no agreement is reached see Section 6.5.  

Additional Names for Comparison 

When a customer requests multiple rounds of names for comparison purposes the Criminalist can inquire the 
purpose of the comparison with a particular individual. The Criminalist can notify the customer that the print(s)
has/have been searched through the AFIS and no further comparisons will be completed with subjects that have
previous arrests/cards in the system unless there is additional investigative information.

6.4 MIDEO

Comparison examinations will be recorded in Mideo and notes will be generated through the system. The
comparison worksheets that can be generated are the Analysis Case Notes, Comparison Case Notes, Conclusion
Summary, and AFIS Case Notes. These worksheets are determined by the work performed in the case and will be
saved to the system upon completion.

All required field sets must be completed. The comparison Criminalist will create a latent print icon for each latent 
print in the assignment.  One grayscale image per latent print will be uploaded to Mideo, replacing the generic latent 
icon.  All other images will remain on the SAN. The comparison Criminalist will create an exemplar icon for each 
individual that is being compared.  The images of the knowns will remain on the SAN. 

Mideo case notes will reflect evaluation changes and non-consensus decisions. 

In the event that Mideo is not functioning, hardcopy worksheets may be utilized.  The hardcopy worksheets can be 
found on the quality drive.  When the hardcopy Comparison ACE Worksheet is completed a check mark will indicate 
“yes” to the question posed. A dash mark or blank box will indicate “no” to the question posed. “N/A” may be used 
when the question posed is ‘not applicable’. When a check mark is indicated for the inconclusive question posed, 
the “other area” and/or the “comment” section of the worksheet will support the inconclusive evaluation made by
the Criminalist.

6.5 CONFLICTS AND WORKFLOWS

Conflicts can arise when there is an inconsistent conclusion between two or more Criminalists upon completion of
ACE-V.

The following steps should be taken to ensure conflicts are resolved effectively and expediently:

 The conflicting Criminalists should meet and discuss the issue in an attempt to resolve the matter. . 
 If the Criminalists reach a resolution, a notification via email will be made to a Criminalist IV/Director of the 

conflict. 
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 If the Criminalists cannot reach a resolution, the discussions should include the Director of Quality, the
Director, and/or a Criminalist IV. A blind verification by an independent Criminalist not already associated
with the case will be conducted on the impression(s) causing the conflict. If a differing decision is reached
by the independent Criminalist, a consensus panel will be created by the Director of Quality, the Director,
and/or Criminalist IV.

 When a decision is reached, it must be clearly communicated to all relevant parties involved.  

Documentation is required in all situations.  

Erroneous Identification 

An erroneous identification is the incorrect determination that two areas of friction ridge impressions originated from 
the same source. An erroneous identification typically includes the following elements: 

 The Criminalist documented the identification by recording the name from the exemplar prints and the 
friction ridge area in their case notes.

 The comparison was submitted to a second Criminalist for verification.  
 The second Criminalist determined the latent print and known impression were NOT made by the same

source and the error is not administrative.
 Consensus decision is not reached between the Criminalist and the Verifier.  

 

Verification of an erroneous identification is equal to having effected the original erroneous identification. All
mitigating and aggravating circumstances will be taken into account in determining appropriate corrective action.  

Erroneous Identification Workflow

A Criminalist and/or a qualified Latent Print Analyst(s) from an outside source will complete a blind verification and
reach a conclusion. A quality review meeting shall be conducted by the Director of Quality, the Director, and/or a 
Criminalist IV and will determine if a consensus panel will need to be formed and/or what recommended corrective 
action(s) may be implemented.   

A consensus panel may be comprised of an odd number of  Criminalists  not associated with the case.  Each panel 
member will conduct their own independent blind verification within a reasonable timeframe.  The panel will hold a 
meeting after the independent verifications are completed.  The purpose of the meeting is to come to a consensus
opinion that is agreed upon by all, documented, and relayed to the Director of Quality, Director and/or a Criminalist 
IV. 

An additional quality review meeting may be necessary after the consensus opinion to finalize recommended 
corrective action(s).  

If the Criminalist is certified by the International Association for Identification (IAI), he/she will notify the Association
of the incident.

Erroneous Exclusion

An erroneous exclusion is the incorrect determination that two areas of friction ridge impressions did not originate
from the same source. An erroneous exclusion typically includes the following elements:

 

 A Criminalist compared a suitable latent print to exemplar prints and excluded the donor as the source of 
the impression.  

 The verification by another Criminalist established an identification with exemplar set(s) of the same
individual.

 Consensus decision is not reached between the Criminalist and the Verifier.  
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Erroneous Exclusion Workflow

A Criminalist and/or a qualified Latent Print Analyst(s) from an outside source will complete a blind verification and
reach a conclusion. A quality review meeting shall be conducted by the Director of Quality, the Director, and/or a 
Criminalist IV and will determine if a consensus panel will need to be formed and/or what recommended corrective 
action(s) may be implemented.  

The same workflow and additional meetings described above for the consensus panel may be implemented for an
erroneous exclusion decision that remains in conflict. 

Non-Consensus Decisions 

A non-consensus decision is a determination or conclusion reached by a Criminalist at any step of the examination 
process that cannot be assessed as an error, but conflicts with the consulter or verifier of that decision. For example, 
whether or not the examination of a latent and known from the same source should result in an identification or
inconclusive decision cannot be defined in terms of an error but only with respect to a consensus.

Non-consensus determination of suitability is when a Criminalist’s determination of suitability does not concur with
the consulter or verifier.

Non-consensus inconclusive is when a Criminalist reaches a decision of inconclusive that conflicts with the 
consulter or verifier's conclusion of identification or exclusion.  

Non-Consensus Decision Workflow

When a disagreement occurs, the original Criminalist and verifier must first meet in an attempt to come to a
resolution. If a single conclusion cannot be reached for the latent(s) in question, a Criminalist IV/Director will be
notified of the original and verifying examiners’ conclusions within two working days after the meeting. A blind
analysis of the latent print(s) in question and the known impression(s), if applicable, will be conducted by a qualified
examiner and supporting analysis/comparison images will be completed.

When no agreement can be made after the blind analysis, a quality review meeting may be conducted by the
Director of Quality, the Director, and/or a Criminalist IV and will determine if a consensus panel will need to be
formed and/or what recommended corrective action(s) may be implemented.

The same workflow and additional meetings described above for the consensus panel may be implemented for 
non-consensus decisions that remain in conflict. 

Double Verification Non-Consensus Workflow 

When a latent print impression is sent for a double verification, both verifiers must be in agreement in order to report  
out the conclusion.  When the original examiner and one verifier are in agreement, but the additional verifier delivers  
a non-consensus decision, a meeting will take place with all parties in an attempt to come to a resolution.  If a single  
conclusion cannot be reached for the latent in question by all three Criminalists, a Criminalist IV/Director will be  
notified within two working days after the meeting.  A blind analysis of the latent print in question and the known  
impression will be conducted by a qualified examiner and supporting analysis/comparison images will be completed.
When a majority consensus cannot be made after the blind analysis, a quality review meeting may be conducted
by the Director of Quality, the Director, and/or a Criminalist IV and will determine if a consensus panel will need to
be formed and/or what recommended corrective action(s) may be implemented.

The same workflow and additional meetings described above for the consensus panel may be implemented for
decisions that remain in conflict.

When all three Criminalists are in non-consensus with differing conclusions, a meeting will take place with all parties
in an attempt to come to a resolution. If a single conclusion cannot be reached for the latent in question by all three
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Criminalists, a Criminalist IV/Director will be notified within two working days after the meeting. No additional
analysis or meetings will be required, and the most conservative conclusion will be reported.

Conflict Resolution Documentation 

When an agreement is made after the blind analysis, a separate report will be completed by one of the two 
examiners that are in agreement for the latent(s) for which there was a conflict. The second Criminalist will then 
complete the technical and administrative review. 

The qualified Criminalist does not need to analyze/verify remaining latent(s) in the case for which there was no 
conflicting decisions between the originating examiner and the originating verifier. The original Criminalist and
originating verifier will complete an additional report for the latents in agreement.  

Tracking non-consensus decisions provides a means to quantify whether examiners are being overly cautious or 
aggressive in their decisions.

6.6 AUTOMATED FINGERPRINT IDENTIFICATION SYSTEM (AFIS)

The Automated Fingerprint Identification System (AFIS) is a tool used to search unknown latent prints, found at
crime scenes or recovered from evidentiary items, against a database of known fingerprints of individuals. The
database provides access to known print records for comparison purposes.

Only trained and authorized personnel will be given access to the AFIS databases which are password protected.
The list of qualified personnel is maintained in the Quality records.

The BPD LPU AFIS Section provides the following services: 
 Priority on lift cases without a suspect.
 Review of previously worked open homicide cases to determine whether additional AFIS searches can be 

completed. 
 Troubleshooting AFIS database problems encountered.
 Assignment of any cold cases.
 Assistance with AFIS searches requested from crime scenes and/or for Criminalists. 
 Compiling AFIS statistics.
 Training of the AFIS databases & services. 
 Assist with identifications of unknown bodies and individuals. 
 Completing FBI reverse searches.
 Assist in training new Criminalists on all aspects of AFIS. 

Criteria for Searches 

AFIS may be utilized by the Criminalist to search latent prints when one or more of the following criteria is met:
 

 No suspect(s) information is available 
 Elimination exemplar prints are provided, and no identifications are made
 A request is made by the Customer  
 Criminalist discretion

A Criminalist (original or verifier) may also utilize AFIS to assist in a closed search of a latent print(s) with a subject
or multiple subjects. When a verifier performs a closed search, the following should be completed:

 Creation of a case in the database to allow for the closed search
 A “V” will be added at the end of the case number when the verifier is performing a closed search
 All information will be entered to create the case with the verifiers own calibrated image 

The Criminalist shall have the authorization to perform or not perform database searches on a case-by-case basis
taking into consideration the facts of the case and the factors listed below.  
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A friction ridge impression is suitable for a search when any of the following are present:

 A minimum of 6 clear and unique level two details or higher  
 A core and/or delta, or recognizable palm area
 Clarity of detail (may include orientation) 

Exigent circumstances may allow for searching of suitable friction ridge impressions prior to complete analysis of 
all friction ridge impressions in a case.  
Latent print images that will be searched, must be calibrated to be 1:1.  Descriptions, with pictures, are available in 
the AFIS workflow guide detailing two techniques for calibrating images for entry into AFIS, and can be utilized as 
a reference. 

Local AFIS Database (AFIX) Considerations

AFIX Tracker database retains all Boston Police Department arrests and is maintained by the Crime Scene
Response Unit. Records uploaded to AFIX Tracker are also added to the MORPHO state database. The LPU
prefers searching in the MORPHO state database due to the higher number of identifications made through this 
system.  AFIX Tracker is only used minimally at the discretion of the Criminalist.   

The AFIX database retains all the search criteria listed above as well as the candidate list(s) generated. This 
information will be maintained by the database for retrieval if needed. The reference manual for the AFIX database 
can be found on the SAN.  

State and Federal Databases (MORPHO) Considerations
The State MORPHO database retains Massachusetts criminal and civilian records and is maintained by the
Massachusetts State Police. The State MORPHO AFIS system allows the LPU to gain access to the Federal
Database.  The Federal database retains US criminal and civilian records and is maintained by the Federal Bureau 
of Investigation. 

Latent prints searched can be added to the unsolved latent database at the Criminalists discretion.  The candidate 
list(s) generated should be captured and stored on the SAN.  

Detailed procedures for MorphoTrak can be found in the AFIS workflow guide to include entry of latent prints and
obtaining exemplar cards. The reference manual for the MORPHO database can be found on the SAN.

Documentation 

Local (AFIX), State (MORPHO), and Federal (IAFIS) searches will be documented with the date searched. Unique 
search numbers may be added for each latent searched in the system. A calibrated/cropped latent image for AFIS 
databases may be stored on the SAN in the appropriate incident number folder.  

Notifications

A report of results will be completed for all searches against the database. AFIS searches where no hit has been
made will not fall under the verification process. In some circumstances, upon verification of a hit performed by a
trained and qualified Criminalist, a verbal or written notification of the results can be disseminated to the Customer
prior to the final report. This will be documented in the case record.
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7.  STORAGE AREA NETWORK (SAN)/DIGITAL IMAGING   

7.1 STORAGE AREA NETWORK (SAN)

The SAN will be comprised of folders created for incident numbers related to requests.  Sub-folders are dependent 
on the case and work product produced.  The following are possible sub-folders that may exist: 

Documents – could be created upon initial contact regarding a case. Contact logs could be created within
this folder. An AFIS folder may be created if needed for the case.

 Overalls – storage for documentation photographs. 

Virtual Folders – storage for all latent print images (except for photos taken of latent lifts).  

Latent lifts – storage for overalls and latent images from lifts. 

CD images – storage for images submitted on a CD. 

Analysis – storage for Criminalist work product.

 Verification/Blind Verification – storage for Verifier’s work product. 

Completed reports, examination checklists, and case correspondence will be saved in LIMS under the incident 
number. The SAN is maintained and routinely backed-up by the Information Systems Group (ISG).

7.2 GENERAL DIGITAL IMAGE CAPTURE

Items of evidence and friction ridge impressions should be documented through photography.  Images of friction 
ridge impressions are captured when, in the opinion of the Criminalist, they may have sufficient ridge detail for 
comparison purposes.  

In the course of latent print processing, other forms of evidence may be required to be photographed. The Criminalist 
should contact the appropriate unit to capture said evidence. 

Each Criminalist is responsible for the capture, transfer, storage, retrieval, archiving and documentation of digital 
photographs taken in their assigned cases. Image capture devices should be capable of rendering an accurate 
representation of the item of evidence.  

Quality Assurance 

Prior to use for casework, the Criminalist should check the digital equipment settings for proper performance. All 
capture equipment operation manuals will be maintained in the unit and should be readily available.  

Images should be reviewed to check for the quality of capture prior to the completion/packaging of the evidence. 
Original images will be stored and maintained in an unaltered state in their native format. No digital image shall be 
deleted once it has been captured. Note: All images that are locked are automatically opened as copies. No 
changes are made to original images and copies of the photos are always made. All images are captured in 
JPEG format. 

Camera Capture

Overall Images 

Overall images are primarily used for documentation purposes and are not considered evidence. Criminalists may 
use overall images to document item packaging as well as unique characteristics of items (i.e., serial numbers).  
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Latent Print Images

Latent Print images are examination quality photographs and are considered evidence. It is recommended to take 
a location photo of the item with the latent prints labeled in order to document their position and orientation. 

Latent Lift Images 

Overalls and/or latent prints present on lifts should be photographed. These images are not considered evidence. 
The lifts are tracked as evidence and the photos are duplications of the ridge detail present.  

Scanner Capture 

The flatbed scanner may be used for the capturing of known prints. The Criminalist should use the following 
settings when scanning: 

 JPEG format 
 Examination images: Minimum 1000ppi / recommended 1200ppi
 Documentation images: Minimum 300ppi

7.3  IMAGE DOWNLOAD 

Adobe Bridge Downloader or direct transfer from a photo card may be used to download images. Images are 
downloaded to the SAN in the appropriate incident number folder.  All photo uploads should be completed as 
soon as possible after processing is completed for the case(s). In the event that downloading is not immediate, 
refer to the Forensic Division Evidence Manual section 15: Evidence Handling and Storage .   

Metadata 

The following metadata will be applied to all images using Adobe Bridge.
 Title: Incident Number 
 Keywords: Case Number
 Description: Description of what the image represents

 Nanometers (nm)/filter should be added here or in notes when latent prints are recovered 
 Author: Criminalist 
 Copyright: Latent Print Unit (or equivalent)

7.4  IMAGE PROCESSING 

The aim of any digital enhancement is to improve the visualization (quality) of the image without adding or 
removing features that were not present when the image was captured. 

The LPU uses Adobe Photoshop for processing, analysis, and enhancement of digital images. Basic image 
processing techniques can be performed for both overall images and latent print images. These techniques could 
include but are not limited to the following: brightness and contrast, levels, dodging and burning, resizing, 
cropping, inversion, rotation, conversion to grayscale, white balance, image sharpening and blurring, and the 
Clear-ID extension. Adobe Photoshop History Log tracks the images processing techniques performed by the 
Criminalist and should always be active. 

7.5 WORKFLOW FOR DIGITAL IMAGES

Format the Memory Card

It is recommended to format the memory card in the digital camera before each use. No formatting should be
completed until all previous pictures have been saved to the SAN.
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Recommended Camera Settings
Overall photographs: Aperture priority and F>8 (for higher depth of clarity)

Latent Prints (Evidence): Manual mode and F>16 (higher depth of clarity) 

Photographing Latent Evidence  

Every attempt will be made to fill the frame with the impression and take photos as close to a 90-degree angle as 
possible. Photographic and lighting techniques are used to maximize the quality of ridge detail captured. A scale 
(minimum 1cm) will be incorporated in the image as a reference for measurement.  
Special Circumstances: 

1. Curved or Irregular Surfaces 
a. Scale should be kept flat where the ridge detail is in focus (highest level of the latent)

i. If the latent cannot be captured at 90 degrees a photo with an L shaped or ABFO scale
can be taken

b. Multiple photos of the ridge detail can be taken by rotating the item on the same plane
c. If an item is rotated an overlay of the ridge detail should be in focus 

2. Transparent Surfaces 
a. If it is known what side of the item the ridge detail is located, a photograph should be taken from

the same side
b. If it is unknown what side of the item the ridge detail is located, a note will be made on which side

the ridge detail was photographed from and that the ridge detail may be horizontally flipped

Using Digital Images for ACE-V

When conducting ACE-V the following images may be created:

Processed images (grayscale): Latent images processed in Photoshop and/or with the Clear-ID extension

Analysis images: Latent images that contain analysis annotations and are created before comparison
images

Comparison images: Images that contain annotations that were made when conducting a comparison
between a latent and known exemplar

Known images: Exemplar impressions without annotations used with latent prints for comparison 
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8.  CASE RECORD AND REPORTS 

Case Records

Case records are defined as the examination documentation, whether handwritten, typed, printed, or digital/electronic, 
maintained by the Criminalist during the analysis of the submitted items of evidence. For any examination, 
documentation will be completed in a manner that adequately describes the details of the examination.  Documentation 
of the case records could include the following: 

Processing/Crime Scene:
 

 Information pertaining to each item examined for latent prints will be documented in Mideo or the
LPU Crime Scene worksheets.

 A description of each piece of evidence, the condition (if relevant), and how it was sealed.  
 Type of examination conducted; chemical, physical, or visual and/or any combination.  
 All latent prints developed/recovered will be described as to which item it was recovered from.
 If practical, a diagram and/or photograph of the item and location of the latent print will be 

recorded in the case record.  
 The quality control test will be documented in Mideo.  
 Results of examination; latent prints recovered and specific item number.
 Notes pages will be numbered.  
 Abbreviations included in casework notes should be defined or conform to those included in

section 12, if not commonly accepted within the discipline of friction ridge analysis.   

Comparison:
 

 Number of latent prints evaluated or recovered per item and/or lift.
 From where the latents were obtained (items and/or lifts).
 Number of AFISable latent prints, specific latent prints searched through the specific AFIS 

system, and the date of search.  
 Name of individual(s) being compared, including an identifier, if applicable, (DOB, FBI #, SID #,

BPD-CR #, Booking #, etc.).  
 Results of examination (example: identification, exclusion or inconclusive).
 Representation of all latent prints with suitable quality/quantity for identification purposes and 

exemplar prints.  
 Notes pages will be numbered.
 Abbreviations included in casework notes should be defined or conform to those included in

section 12, if not commonly accepted within the discipline of friction ridge analysis.

Reports

The report will be considered finalized after the technical and administrative reviews have been completed.   The
finalized report date will indicate the completion of testing for the items detailed. The report should address the following 
information:

 Incident #, Case #, District/Unit/Agency, Date of report
 Type of Crime 
 Location of Crime (Crime Scene Processing Reports only)
 Methods Utilized and Activities initiated
 Disposition of the evidence 
 Signature(s) of author(s) and signature of reviewer
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Processing Reports

Evidence Description 

The following should be included in the report when describing latent print evidence: 

 Description of item(s) being examined
 Item identifier (LIMS #) 

Opinions, Results, and Interpretations

The following information may be included in the results section of the report on a case-by-case basis:

 Latent prints recovered from the item(s) 
 No latent prints recovered from the item(s)
 Non-ridge detail impressions recovered from item(s) 
 Item(s) not conducive to the recovery of latent prints 
 Additional item(s) generated

The written report shall indicate if any items received were not processed, so the requesting customer may ask that any
additional work be done.

Comparison Reports 

Evidence Description 

The following information should be among the description included in the report when describing latent print evidence:

 Lifts and/or latent prints being examined 
 Number/letter assigned to lift(s) and/or latent print(s) 
 Location/evidence the lifts and/or latent prints were recovered from

Description of Exemplar Prints

 Type of exemplar (TP/PP/MCI’s) 
 Include an identifier, if applicable, (DOB, FBI #, SID #, BPD CR #, Booking #, etc.)

Opinion, Results, and Interpretations

The following information may be included in the results section of the report on a case-by-case basis:

 Latent prints suitable for identification purposes 
 Latent prints not suitable for identification purposes
 Separately designated areas that could reflect one continuous impression 
 One designated area that could reflect two or more distinct impressions 
 Possible AFIS quality impressions
 Possible palm or foot impressions 
 Negative ridge detail

 
The completed report shall indicate if suitable latent prints remain unexamined, so that the requesting customer
may ask that any additional work be done.  

Conclusions 

The results of the examination and appropriate conclusions are to be stated in the report. The following          
conclusions may be used: 
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Identification
Include the following information:

 The known impression(s) identified
 The latent number(s)/letter(s) 
 Which finger/palm/foot was identified
 Where the latent(s) was/were found  

Exclusion
Include the following information:

 The known impression(s) excluded  
 The latent number(s)/letter(s)

 
Inconclusive 
Include the following information: 

 The known impression(s) cannot be identified or excluded
 The latent number(s)/letter(s) 

When a comparison result is deemed “Inconclusive”, a reason must be documented. Examples of a reason
include, but are not limited to:

 The exemplar prints had areas of ridge detail not suitable and/or not recorded at all.  
 The information within the latent and the available exemplar prints can neither be identified nor

excluded after an exhaustive search.
 A thorough conclusion was made after a comparison of the latent print and known impression.

Not Suitable for identification purposes
Include the following information:

 The latent number(s)/letter(s) that do not have suitable ridge detail for identification purposes.  

Report Release

Signed reports are retained in LIMS and a copy of the completed report is made available to the customer(s). The
Unit may provide the District Attorney’s Office with a copy of an analysis report upon request by the Assistant District
Attorney assigned to the case.

Additional Considerations

Examination results are limited to conclusions accepted within the latent print discipline.

The absence of impressions on any surface does not indicate lack of contact or deliberate destruction of transferred
residues.  

No current scientific method exists which permits a determination of the time interval between deposit and development 
by examination of a latent print impression.  

No current scientific method exists which permits a determination of the age, race, or gender of a person from an 
analysis of a latent print impression.  

Suitability determination is a human endeavor. Variances in a Criminalist’s conclusions of suitability may occur due to 
normal human factors.  
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Examinations or comparisons are equally dependent upon the quality of the latent and known impressions.

Within each category of exemplar prints is a full range of quality from clear, legible reproductions to smeared, indistinct 
or incomplete transfers of friction ridge formations.  

While the experience of any Criminalist may provide an intuitive reaction which leads to an opinion about the above, 
unknown factors, the vast realm of exception, and the lack of scientific demonstration prohibit any reporting of such 
indications.  
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9.  CASE REVIEW 

A technical and administrative review of every case will be performed. This activity will be maintained in the case 
record. The administrative and technical reviewer may be the same person and may sign the report as a reviewer. 

When the original and reviewing Criminalists are not available for testimony and a third Criminalist will be offering 
testimony for the case, a technical and administrative review will be conducted by the third Criminalist.  The review 
form will be maintained as noted above. 

Technical Review 

A technical review of a case is a review of examination documentation, data and other documents which form the 
basis for a conclusion.

If a discrepancy is found by the technical reviewer, the originating Criminalist will be notified. Regardless of whether
or not an agreement is reached, a Criminalist IV or Director will be notified.

Administrative Review

An administrative review of a case consists of checking format, grammar, spelling, sentence and paragraph
construction, and overall readability. The reviewer also confirms that all other administrative and examination
records are uniquely identified with the case number and/or i/CC#.

The reviewing Criminalist will notify the originating Criminalist of any corrections. 
  

Additional Considerations 

Various points to be considered while reviewing case records include: 

 Have all reasonable questions in the evidence examination been addressed?

 Are there any additional questions, which may be pertinent and should be answered? 

 Are all technical documents of a permanent nature and free of obliterations and erasures? 
 
 The reviewer may view actual evidence if they believe it is necessary to complete this review.

Worksheet & Report Changes 

Any changes made to notes post-technical and administrative review will be tracked in Mideo and may be captured 
in LIMS within case correspondence.  
Amended reports will indicate, at the beginning, the reason behind a change and the correction will be highlighted 
within the report.   
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10.  DISCOVERY REQUESTS 

Requests 

All requests received for discovery material must be from the customer, Investigator, and/or District Attorney’s 
Office. The discovery request should include the CC #/I # and the name of the requestor. The originating 
Criminalist(s) should be notified of the request. The Unit requests at least 30 days’ notice to fulfill all discovery 
requests. If a request is received in less than the 30 days due to court compliance, a fulfillment date is required.
The Unit will make every effort to meet the date specified, however it is dependent on the case and current priorities 
of the Unit.  

When requests are made for documentation beyond the case record (reports, notes, images, etc.), a Criminalist 
IV/Director will be notified of the request. It may be necessary to forward such request(s) to the Legal Department 
prior to release of the information.

The Unit is limited in providing the ranked list of candidate’s names generated by the AFIS database(s) per the
Massachusetts CORI law. Criminal record information cannot be released. Requests for AFIS candidate list(s) with
names must be forwarded to the Legal Department.

Packet

All folders stored on the SAN under an Incident # will be copied and added to a CD/DVD for a discovery request.
All documentation within LIMS, the case file and/or case record will be added to the CD/DVD for a discovery request
to include the Mideo finalized case notes and chain of custody logs for all items submitted to the LPU. Copies of all
the images are to be included with the CD/DVD. A discovery release form will be completed for the packet. A date 
and signature of the individual receiving the packet will be captured on the release form.  A copy will be provided 
with the packet and the original will be added to the case record.  
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11.  TESTIMONY 

Testimony is a responsibility associated with all the positions within the unit. Personnel are frequently summoned 
to testify in district, municipal, superior, and federal courts. All members of the unit will do their best to accommodate
testimony where a summons had not been issued.  

Personnel responding to court should be dressed appropriately. They will not only be representing themselves but 
the unit and department. Additional personnel attending to observe testimony are authorized to appear in typical 
unit attire.  

Testimony for processing and comparison cases will be based on the case record maintained by the unit.
Criminalists testifying in processing cases should familiarize themselves with the most recent unit statistics
regarding latent print recovery from firearms. The statistics can be found on the LPU SAN.

Criminalists testifying in comparison cases will not testify to a zero error rate, 100% certainty, or the ‘exclusion of
all others’. Testimony is an opinion based on the work product that supports the conclusions reported.

Criminalists are permitted to bring original case files to court. In the event an original document is requested as an
exhibit and a scanned copy is not already on the SAN, a request for a copy should be made and added to the case
file prior to departure from court.


